www.axxessid.com

AXxpss

Identification

Axxess ldentification Ltd

27-28 Shrivenham Hundred Business Park,
Watchfield, Swindon, Wiltshire SN6 8TZ
United Kingdom

Tel: +44 (0)1793 784002

Fax: +44 (0)1793 784005

Email: info@axxessid.com

AXEnterprise Installation and user guide Dec 2013



Web server Guide

Microsoft® is a registered trademark of Microsoft Corporation.
Windows™ is a registered trademark of Microsoft Corporation.

Document Title: AX200 & I-BOX Web User Guide v22.08.08

This document contains proprietary information of Axxess lIdentification Ltd. Unauthorised
reproduction of any portion of this manual without the written authorisation of Axxess
Identification Ltd is prohibited. The information in this manual is for informational purposes only.
It is subject to change without notice. Companies, names and data used in examples herein are
fictitious unless otherwise noted. Axxess assumes no responsibility for incorrect information this
manual may contain.

©2012 by Axxess ldentification Ltd
27-28 Shrivenham Hundred Business Park, Watchfield, Swindon SN6 8TZ United Kingdom

Telephone +44 (0)1793 784002
Fax +44 (0)1793 784005

Email info@axxessid.com
Web  www.axxessid.com

AXEnterprise Installation and user guide Dec 2013


mailto:info@axxessid.com
http://www.axxessid.com/

Web server Guide

Contents

(70 ] o1 (=] o | TP PP PPN 1
AX Enterprise system installation ChECK lIST.............uuuiiiiii i e e erarar e e 2

T By 2= 1] £= L1 [0 IR ETR PP 3
RequUIreMeENts and PreParation ...........oieiiiiiiie oottt e e e e sttt et e e e e e ettt e e aaeeaeannnbbsaeeeeeeeeaannsaeeeeeeens 3
AX Enterprise Installation on WIiNdOWS Server 2003 ..........ooiiiie it eeeiiieeie e e e et reee e e e s s aeneeeeeaaaeaaann 4
L@t a1iTo 8T TaTo TN LIS 700 A 1S T PRSP 4
AX Enterprise Installation WINAOWS SErver 2008........cccoooiiiiiiiiiiii e aa e aa e e na e e an e e ananan s 9
(0] 01 1To U1 g1 0o [N 1 IS T PP PO PP PP PTPSP 9
Setting up the Firewall to allow the AX Enterprise t0 COMMUNICALE ..........ccvveeiiiiieeiiiiie e 30
AX Enterprise Installation WIindOws Server 2008 R2 ......cccooiiiiiiiiiie ettt an e 34
(O0] 01 1o U1 g1 0o [N 1 1S T T OO T PO PP P PP PP PP PPP PPN 34
Setting up the Firewall to allow the AX Enterprise t0 COMMUNICALE............uuuvuveieiiiiiriniiiiieiiinieieinenrenn. 56
AX Enterprise INStallation WINGOWS 7 .........uuiiiiiiieiiee ettt ettt e st e e 61
1070} 01110 10 18T TN 1S T/t 61
Setting up the Firewall to allow the AX Enterprise t0 COMMUNICALE .............uuvuuieimimimimieieinininiereinrnnnn.. 79
Setting up AX Enterprise to WOrk With IEL0 & TELL......cocuuiiiiiiiiiiiiiiiie et 61
How to setup the License Key for the AX ENterpriSe/AX200 ........ccoiiiiiiiiiiiieiiiiiiee e 822
L. USB DONGIE ... 82

2. Adding a License key file to the Card Manage FOIdEr............oooiiiiiiiiiiie e 82

(0] oo = To [T o I AN G =l g1 (=T g o] 1= PP 844
F N = Y (=Y o] EST U Y= e U] T =R 86
[ (0] g TS =T [ SRR TRSPPPPRIN 86
CoNtroller StAtUS & CONTIOL ... ettt e e et e e e e e e e st bbb e et e e e e e s anbbbeeeeeeeaaaane 87
High Security MOde (HSIM).......oooiiiiiieee e 88
T T [0 RS (SR 88
UPIOAA ... . 88
(Do To] Er=TaTo ST =] g Yo (= F TP PP PO PPPPUPPPR 88
DIOOIS ... 89

ST=] 010 = T TP PP P PP PP PRPTPTTRPRTRPRPRPRIRS 89

o L ST URRSPURRR 89
(021 (o | aTe] [0 [T SO PP RO PRPPUPPPRTR 90
(= T IS Y= 1T gL L ST OTPRP 90
L0 o 18111 4 o= SO 90

] oL g Lo 10T 1] o= P PP SRTOPPPP 90

=1 aT0] ()Y 0= 0| PP OUPPPUPPPRPN 91

[ L=T o= 11 0] 0| A PSPPSR 91

F Yool TSI € {0 11 P URPPPPPT 91
L0 (o [ Y/ o1 TP TP PO 91

(02T (0 [0S -1 LU TS PP TP 91

[ 1 T O Lo [P UU P UUPUPPRRRR 91

o TS0 o PR 91
Changing Icon Size on Floor plan of the AXENTEIPIISE ......uuuiiuiiiiiiiiiiiiiiieiiieieieiaieieraieieisrereree———————————— 93
Changing Dack t0 LArgE ICONS .......cciiiiiiiiiiiiie ettt ettt e et ee e e sab et e e e s nbe e e e e snbbe e e s anbeeeesneee 98

YN ool T SR AN == W @ 0T a1 o LU =1 1 0] o T 99
(OF= 1o I =i a1 01 1] o o FS PPN 104
F 02 0L IS ) 10,77 = SRR 104

L G = 01 (T o] 1T TR PP PERPT PO 105
Alarm Sounds 106

AXEnterprise Installation and user guide Dec 2013



www.axxessid.com

AXxess

Identification

Web Server Guide

AX Enterprise system installation check list

1. Operating system, latest service pack and windows updates. (Activated)

2. Reset password rescue disks for windows 2008

3. Internet explorer 8 (not internet explorer 9)

4. IP address (Static) gateway and mask set,

5. IP address

6. IS and media player installed, (refer to documentation)

7. Subnetmask .

8. AX200 installed (refer to documentation)

9. Gateway . .

10. AX Enterprise installed (refer to documentation)

11. DNS (if applicable) . .

12. Firewall and ports (Ports 5000, 50010, 50011,4372 = UDP and 50505, 4783,
4782 = TCP)

13. Anti-Virus Software

14. Remote access set up

15. Team viewer plus password and reset, Remote support package

16. Windows log file check for errors and unregistered components

17. Back up path

18. License file for AX Enterprise or Dongle

19. IP Camera test (Photo ID)

20. Restart PC and test correct operation and check windows log file

21. Rescue disks and full system back up

AXEnterprise Installation and user guide Dec 2013
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Installation

Requirements and Preparation

Hardware:
Minimum PC Specification
Processor: Dual Core 2.13 GHz or higher—Quad Core 2.0 GHz recommended
RAM: 2GB—4GB recommended
Hard Disk: 4GB of free disk space (dependant on size of database and amount of backups)
Gigabit Ethernet Network Card
CD ROM Drive
Screen resolution: 1024 x 768
Operating System:-
e Windows Server 2003 (SP2)
e Windows XP
¢ Windows Server 2008, Windows Server 2008 (R2)
e Windows Vista
e Windows 7
Internet Information Services (11S) v6 for Windows XP/Server 2003
Internet Information Services (11S) v7 for Windows 7/Server 2008

AX Enterprise will only run on computers able to run IS (Internet Information Services). IIS must be installed
before AX Enterprise is installed.

1. Install IIS on your server
2. Install AX200 software

AXEnterprise Installation and user guide Dec 2013
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AX Enterprise Installation on Windows Server 2003

Configuring IS 5.1, 1IS 6
IE 5 and above

Instructions for installing 1IS on Windows Server 2003 (This step can be omitted if IIS is already
installed except step 13, 14, 15)

Install Windows 2003

Click Start

Control Panel

Add/remove programs

Add/remove windows components

Select Application Server, click on details and tick Internet Information Services.

Press OK

Click next

Once it is installed, Click Start.

10. Admin services

11. Services

12. Find Internet information services and stop this service and associated services (http ssl &web
publishing).

13. go to c:\windows\system32\inetsrv, open metabase.xml

14. Edit the line “AspMaxRequestEntityAllowed” and change the value to 1073741824.(Windows 2003)

15. To enable asp service, open 1IS Manager, expand the master server node (that is, the Server name
node), and then select the Web service extensions node. In the right pane of IIS Manager, right-click
the extension Active Server Pages to enable. Click to select the Allow check box.

16. Go back to start, admin services, services, and restart IS, http sll, and web publishing.

CoNo~WNPE

To install Enterprise:

1. Install AX200 software (if not previously installed). Right click on AX200 folder and go to properties
security tab and add internet guest account (which is IIS user usually IUSR_ SERVERNAME by
default) and set permission to full control then go to security tab and give full control permission to 1IS
user. To check IS User, go to Control Panel--- Administrative Tools---11S manager. Expand local
computer---websites. Right click on default websites properties. Go to directory security tab, under
authentication and access control click on edit. Under enable anonymous access which will be ticked,
you can get user name.

2. Install Enterprise by clicking on setup.exe from USB dongle.

3. Once installed go to default install directory C:/program files/card Manage folder and double click on
CreatellS.vbs which creates virtual directory named AX200Enterprise (To check virtual dir go to Control
Panel--- Administrative Tools---11S manager. Expand local computer---websites---under default
websites you will see AX200Enterprise mode. This is where all web files are pointed. You can right
click on file default.asp and click browse on right window pane to get to page) then double click on
Acl.bat which will set user rights.

AXEnterprise Installation and user guide Dec 2013 4
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4. Browse to USB dongle and from the folder Upload double click on the file named upload.msi

5. Please click on allow asp in web service extensions as in the figure below.

t Internet Information Services (I1S) Manager =] I
‘fg Fle Action Wew ‘Window Help |;|i|i|

¢+ AW EFRER|@B(2]) =0

?:g Internet Information Services
(=458 FORD {Jlocal computer)

. Web Service Extensions

_..J F\DDHEE.ItiDI'I Pools / | Weh Service Extension | Skatus |
B ek S|tes_ : “F Al Unknown CGI Extensions Prohibited
B Al “F Al Unknown ISAPT Extensions Prohibited
. Bctive Server Pages Allowed
Frohibit 8

JEEE——— L ASPLMET w11 Allowed
Properties |38 FrontPage Server Extensions 2002 Allowed
- Internet Data Connector Prohibited
@ Microsoft Exchange Server Allowed
Tasks @ RPC Proxy Server Extension Allowed
Server Side Includes Frohibited
E 5dd 5 new weh service extension... WehDAY Prohibited
@ Wwindows SharePoink Services Allowed

& allow all web service extensions for a
specific application...

L prohibit all web service extensions

@ Open Help

1] | 21 Extended Standard /

6. Applicable to Windows Server 2003 64 bit only:
To run enterprise in windows server 2008 (64 bit) OS

You have to set the application pool to 32 bit as enterprise uses 32 bit dlls. To do that
Go to 1IS-->Click on Application pool

& Internet Information Services (IIS) Manager 8] x
gel
@ o | & » wrexsEcor v Application Pools | & < @ -

File View Help

- QQI Application Pools

L-R S | | # |&, ,_; Add Application Poal. ..
-~y Start Page Set Application Pool Defauilts. ..
E| | WREX-SECO1 (WREX-SECO1}j This page lets you view and manage the list of application pools on the server. Application pools are o
install) X y N N Lo . N =
| 2 — associated with worker processes, contain one or maore applications, and provide isolation amang different .@. Hel
B4 Application Pools A ? p
= applications,
E-[&] Sites Online Help
€9 Default Web Site Filter: |8 ~ GHshow Al | Groupby: No Grouping -
B _ App_Data Name = | Status | .NET Frame... I Managed Pipeli.... I Identity I Applicatior
- asPnet_dlent ) ,:,‘,?Classic .NET App... Started v2.0 Classic ApplicationPoolIden... 0
El-g| AX200Enterprise [} DefaviltAppPool Started  v2.0 Integrated ApplicationPoaliden... 1

On the action pane select Set Application Pool Defaults
Change Enable 32-Bit Application to True

Now check if you can browse to the webpage by http://server name/Ax200Enterprise or follow, how to
browse on step 3 above.

AXEnterprise Installation and user guide Dec 2013 5
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Internet explorer settings on the client PC windows

1. Runson IE 5 and above. Open browser go to tools—>internet options—>select advanced tab, under
multimedia check Play animations in web pages click OK and restart browser.
2. On IE 7 check XMLHTTP under security in tools—>internet options> advanced tab

Since photo ID uses controls to be downloaded to client PC, the client PC internet explorer should
have following settings

e Go to Tools—Internet options---security tab—trusted sites. Click on Sites add this site (ex:
http://<server ip>). Uncheck Require server verification (https:) before adding site. Click OK
¢ Click on custom level. Under ActiveX controls and plug-ins please check the following settings

Automatic prompting for ActiveX controls :Enable
Download signed ActiveX controls :Enable
Download unsigned ActiveX controls :Enable

Initialize and script ActiveX controls not marked

As safe :Enable
Run ActiveX controls and plugins :Enable
Script

Script ActiveX controls marked safe for scripting :Enable

For photo ID go to cardholder page, enter employee id and click search, then click on photo ID link on the
cardholder web page. The controls should download to be installed. Click to install or run added ones, If
you see click here to install photo ID link then click on it to install. After install close the page and go back to
cardholder page and click on photo ID link.
To run:
1. Run AX200 software
2. Run card manage, type in the IP address of the AX200 server as remote IP and AX200 folder path
in second text box click on connect. You will see all transactions coming from the iBox on the form.
3. Now browse the URL http://hostname or IP address /virtual dir
http://server name/Ax200Enterprise or
http://ip address of server/Ax200Enterprise. If IP is set in IS manager default website IP address (web site
tab)
Troubleshooting:

This should be followed after you have done all the required steps above.

A. If, when uploading floor plan, it gives an error object required then please do the following:

AXEnterprise Installation and user guide Dec 2013 6
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Please check images folder in card manage security tab if IUSR_server name is added as full control, if
it is not then add. Then register ASPFileUpload.dll by regsvr32 c:/programfiles/cardmanage/
ASPFileUpload.dll

Try uploading floor plan again.

If it still does not upload, then follow instructions below:

1. Click Start, point to Settings, and then click Control Panel.

2. In Control Panel, click Administrative Tools, and then click Component Services to open Component
Services in the Microsoft Management Console (MMC).

3. Expand the Component Services node, the Computers node, the My Computer node, and the COM+
Applications node.

Check if Upload node is there. If not then go to upload folder on dongle and double click upload.msi.

Check again Component services list.

Try uploading floor plan again.

If it still does not appear, check the following

Right click on Upload go to properties.

Un-tick enforce access checks for this application

Try uploading floor plan again.

Right click on Upload go to properties.

Under identity tab, select network service instead of Interactive user.

Try uploading floor plan again.

If the above steps do not solve the problem then delete Upload node and follow the instructions below
COM setting

1. Click Start, point to Settings, and then click Control Panel.

2. In Control Panel, click Administrative Tools, and then click Component Services to open Component
Services in the Microsoft Management Console (MMC).

3. Expand the Component Services node, the Computers node, the My Computer node, and the COM+
Applications node.

4. Right-click the node, point to New, and then, Click Application.

5. Inthe Install or Create a New Application dialog box, click Create an empty application, name the
application as Upload, make sure that you click to select Server application and then click Next.

6. Inthe Set Application Identity dialog box, click current logged on user. The user account must have
Write access to the folder that will receive the uploaded file. Make sure it has Creater Owner role. Click
Next, under add users to roles, and add IIS (Usually starts with IUSR_SERVERNAME).

7. Click Finish.

8. Expand the node that you have just created for this application.

9. Right-click the node, point to New and then click Component.

10. Click Install new components, and locate the folder where you have saved and registered the .dll file

(which is c:/program files/card manage/AspFileUpload.dll), click the file, click next, and then click finish.

A large picture file can create problem on uploading in windows 2003. Please follow instructions 13 and 14
above of Instructions for installing IS on Win 2003

If login page does not show (which is the default page) when you browse then please check step 15 of
Instructions for installing 1IS on Win 2003

AXEnterprise Installation and user guide Dec 2013 7
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It is better to restart 1S after changes done. If you go to IIS manager—highlight default websites. On top
you see play and stop button.

If card manage software gives automation error then please re-register all dlls in the folder like AX200.dll,
PriXML.dll, ASPinterface.dll, double click on TXserver.exe

AXEnterprise Installation and user guide Dec 2013 8
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AX Enterprise Installation Windows Server 2008
Configuring IS 7
This applies to Windows Server 2008, please follow the instructions below.

Do not install the AX200 or the AX Enterprise, as you will be prompted later in this document.
A static IP address is required. Ensure a static IP has been done before proceeding

To Install IS 7

You must be a member of the Administrators group to install IS 7.

1. Click Start and then click Control Panel.

2. In Control Panel, click Programs and Features and then click Turn Windows features on or off, found
on the left hand column.

ol x|
File Acton View Help

L A [l
B Sver Marsger (WIN-ETASME 2D

Features \
? Diagnostics A\~ View the health of the roles installed on your server and add or remove roles and features.
jf}, Configuration 4
B Storage A
(~) Roles Summary I Roles summary Help B
~) Roles: 2 of 18 installed S Add Roles
55 Remove Roles
File Services
Web Server (IIS)
(~) File Services File Services Help —
Provides technologies that help you manage storage, enable file replication, manage shared folders, ensure fast file searching, and enable access for UNIX
dlient computers
() Role Status [ Go to File Services
Messages: None
System Services: All Running
Events: None in the last 24 hours
~) Role Services: 1installed St Add Role Services
R Role Services
Role Service [ status | =
uﬂ File Server Installed
Distributed File System Not installed
DFS Namespaces Not installed
DFS Replication Not installed
File Server Resource Manager Not installed
Services for Network File System  Not installed
Windows Search Service Not installed
Windows Server 2003 File Services Not installed Ll
< | ﬂ {“ﬁ Last Refresh: 04/03/2013 10:51:21 Configure refresh

AXEnterprise Installation and user guide Dec 2013 9
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3. Click on the Roles in the left hand column, and wait for it to load and then click on Add Roles.

Add Roles Wizard il 3 x|

ﬂ Before You Begin

Before You Begin This wizard helps you install roles on this server. You determine which roles to install based on the tasks you
want this server to perform, such as sharing documents or hosting a Web site.

Server Roles

Confirmation Before you continue, verify that:

Progress « The Administrator account has a strong password
» Network settings, such as static IP addresses, are configured

Results « The latest security updates from Windows Update are installed

If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, dick Next.

I Skip this page by default

< Previous | Next > I Install Cancel

Check the Role Wizard, Pre-requisites are complete, then click Next

4. Find the Web Server (1IS) in the list and tick the box. Click Next.

5. If the screen below appears after you press next, you also need to install these features, marked below.
Click Add Required Features.

Add Roles Wizard 3 X|

-rA"J Add features required for Web Server (lIS)?
-v=
‘ You cannot install Web Server (I1S) unless the required features are also installed.

Features: Description:

=] Windows Process Activation Service Windows Process Activation Service .
Process Model generalizes the |IS process model, removing
the dependency on HTTP. All the features .

Configuration APls s abailn Aol b

[ Add Required Features | Cancel |
(i) Why are these features required?
4

AXEnterprise Installation and user guide Dec 2013 10
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6. Select Role Services in the left-hand Window pane. The next step, you have to select is which of the

services are needed to install with IIS:
Tick the box ASP from the list

Add Roles Wizard - x|
ﬁ Select Role Services
Before You Begin Select the role services to install for Web Server (IIS):
Server Roles Role services: Description:
Web Server = Web Se Active Server Pages (ASP) provides 2
&) 2 [%d’ Server = serverside scripting environment for
= = Cqmmoq HTTP Features building Web sites and Web
(V] static Content applications. Offenng improved
[V] Default Document perfarmance aver CGI scripts, ASP
Progress [] Directary Browsing provides IIS with native support for
[7] HTTP Errors bath VBScript and 3Script. Use ASP if
Rezults —~ you have existing applications that
) L HITP Redirection require ASP support. For new
=) [] Appication Development development, consider using
\ L| asp.NET ASP.NET.
[] .NET Extensbiity =
>0
[ car
|| 1sAPI Extensions
[] ISAPI Fiters
| | server sde indudes
=1 [ Health and Disgnostics
[v] HTTP Logging
[ Logging Tools
[v] reguest Monitor
] Tracing
[] custom Locging
H Eala’ =T ol B ;'
More t role services
<previous || met> | e | concd |
When you tick ASP box it will prompt you to add these Role Services, click Add required Role Services.
Add Roles Wizard i x|
'-'f\)./ Add role services required for ASP?
- v=
__\ You cannot install ASP unless the required role services are also installed.
Role Services: Description:
= Web Server (IIS) \nleb Server (IIS) provides a reliable,
5 Web Server manageable, and scalable Web applicati
e infrastructure.
=] Application Development
ISAPI| Extensions
- —
@ Why are these role services required?
4
AXEnterprise Installation and user guide Dec 2013
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From the list, ensure all of the following are selected:

Management Tools

¢ IS Management Console

Application Development Features

e ASP

e |ISAPI Extensions

Common HTTP Features

= Default Document

= Directory Browsing

= HTTP Errors

= Static Content

Health and Diagnostics

= HTTP Logging

= Request Monitor

Performance Features

= Static Content Compression

Security

e Request Filtering

AXEnterprise Installation and user guide Dec 2013
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7. When you have ticked the correct boxes press next at the bottom of the screen, the screen below will

AXxxpss

Identification

appear. Review the correct items are selected and press install.

Add Roles Wizard

w‘-' Confirm Installation Selections
W

Fufone You Begn

Server Roles

Vinh Server (IIS)
Rube Servcrn

Corfrmabicn

Fooress
Qs dlx

Torwstal the fldovrg rofes, rob servicen, o featurey, diok Inelal,
(31 2récmmansed meszages bekom

00 e oerver Mg resc to o rectarted after te nstalabon competes,
~ Web Server (115)
(i) nd ot mere sbout Yindows Systen Rescuros Manages (WSRIM) and how 1t can help optimizs
LPU usage
Web Server
Corencn STTP Fealivey
Static Ceatont
Defeut Decument
Urectory Crovicrg
HTTP Frrces
Apol cation Daysopnars
Ase

C5WL Extergicns
Fedth s Dianoetos
HTTP Logging
Reguest Nonitor
Secunty
Reeguest Flenng
Por torreardo
Static Centent Comeecssicn

Ennte a-ral. or cave thee wiommatn

wprevous | pet: J

»

=l

8. This screen shows you the progress of the installation.

AXEnterprise Installation and user guide Dec 2013
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Add Roles Wizard =5

E‘s Installation Progress

Befir v You Bega Thee folonng roes, 1obe perynes, of featr es are beng retsed:
Sarver Rolss
Wed Seve (1)
ok Seradens
Confrmaton

fpsuts

Web Server (I1S)
Windows Process Activation Service

- .
@ Insalarg instalotn. .

R l [Laxt J Lstsl I Lo l

9. An installation result will indicate that you have successfully installed Web Server (IIS). Click close

Add Roles Wizard x|

% Installation Results

Jelore You Bagn
Server Rokes
Wieh Server (715) A Wich Server (115) (@ mstaliation succeeded
fde Seriicas The following role senvices were rstalec:
Vieh Server
Commen HTTP Features
Proyems Static Conbent
Dafault Coaument
Directary Browsing
HTTP Crees
Appiicabion Deveopment
AS?
1S4PT Extendans
Haalth and Diagnestcs
HTTP Legom
Reguest Moniter
Seourity
Aaguas: Fiterng
Performance

Static Content Comprescion
Hanagement Tools
IS Management Conscle

The folowing roles, rale services, oc features were instaled auccessfuly:

I»

Conifrmabon

AXEnterprise Installation and user guide Dec 2013 14
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10. On Windows Server 2008, you also need to install the feature desktop experience. Go to the server
manager icon next to the Start menu. (If the server manager window is sti en, proceed.)

Select Features from the right hand column, and then click Add Feature

B Server Manager .-lﬂlﬁl
| Fle Acton Vew  Hep -

| —

s 2z H

L&y Serves tManager (CINETARNOD
® 3 Roks

!1 Degroshes rv5 \ievy the stabus of Szabres inctaled on the sarver and add o ramuve feebures,

~ Features Summary I3 Fe yHep

~ Featwres: Coboctg cata,.. & AcdFoahies

& Renase Featires

11. Click next and find Desktop Experience in the list. Tick this and click next. If prompted, add required
features and confirm install.

Add Features Wizard 5‘

Seloct ane or moce Seatunes to iInstal on this server.
Foatures: Descnption:
T Framencek 3.0 Featu €s Gnstalec) Deaktop Bperience indudes features
‘ g F 2 ,’,e.“‘ ) ngu't e =4 of windows Vista, suchas Windows
5‘_:?-_"" Deive Enaypticn Medis Player, casktap themas, and
D 375 Server Extensions photo management, Desktop
[[] compcton Manager Admixstration Kt Experience does not enable any of the
YT ——— Windaws Vists features; you must
Group Policy Managament manually ensale them.
[nterret Frntng Clent
[nterret Storags Name Server
PR Fort Moritee
Vessege Quenvig
Mdtioath L0
Natwork Load B3anang
Peer Mame Resotution Fratocol -
Qualty Wircows Autio Video Experience

4

ECOO0O0O0O0O00O0CCE

+

Ramess D ferental Compresscn
Ramese Server Admrisrabon Taoks (Irstalied)
Ramcvable Storags Marager

APC over HTTP Proxy (Instaled)

I

Smmole TCP/TP S=rvices
SMTP Server

o

100

3

.‘J;-_~.~.-__-_—I Nex: = I | I Canced l

After installing Desktop Experience, reboot your PC, and then allow the configuration process to complete and
close.
AXEnterprise Installation and user guide Dec 2013 15
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12. After rebooting your PC, please check to see if IIS is working, do this by typing http://localhost to

Internet Explorer, the screen below should appear. Now close the Internet Explorer when finished.
Tach = %2~ 18I

Sy -

13.
14.
15.

before).

16. Go to Control panel -

Run setup.exe of the AX200 this is located in the AX200 installation folder.
Run setup.exe of AX Enterprise this is located in the AX Enterprise installation folder.
Run Upload.exe (application) located in the Installation folder of the AX Enterprise, under Upload —

Upload.exe (An ‘Error registering COM+ Application’ will appear if you have installed the Run Upload

Administrative tools — Internet Information Services (IIS) Manager. Select the

Default Web Site and right click on the default web site and select Add Virtual directory.

- '; FNANHE (Surrar-HT Sur

LT Appscatum Posk
\> o I e

& Cotwa Web Ste

T Switohto Costent View

“ Default Web Site Home

Masage Web Sane .

Febeh

Temeve

Ferame

* Fastures Vi |5 Cantant Vima

e ~ [ Ge - Show 81 Gioup by Ares -
o

| = - —_—

Bphase \aj o "):‘ & g‘

EdeParrisizra. Comprenon Celout Crestery  EneefPagm Herdle
Deewrrert  Browing Mapzog:

Ledd Appiwaton . :

. s -
£ds rta Crectory - * ¥ | g 3 8
EdeBrdrgn. MIME Types  Madde Cotpert Paquest 551 Setinge
Cacting  Flhwiag

Narage Web SHe £

17. Enter Alias as: AXEnterprise. Enter the Physical path to Card manage directory

Please note the Physical path is C:\Program Files (x86)\CardManage for 64-bit machines and

C:\Program Files\CardManage for 32-bit machines.
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You can check your operating system by clicking Start — Control Panel - System

Site name: Default Web Site
Path: /

Alias:

\'AXEnterprise

Example: images
Physical path:

\'C:\Program Files (x86)\CardManage E

Pass-through authentication

Connect as... Test Settings... |

18. Click ‘Connect as’ and ensure application user pass though authentication is selected.

19. Then click OK and click OK in Add Virtual Directory.
7 o Virhual Dirachoey Pl m ]

Lonnect A

Path credertiaks

o0 Specific usen

& Application wier (pass thieugh scthentication]

ok Canoel

— I w Test Settings. -

| oK Cancel

20. This will connect the user IUSR for 1S user. The IUSR account replaces the IUSR_Machine Name
account in IIS. Close IIS Manager.

AXEnterprise Installation and user guide Dec 2013 17
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21. Now browse to the AX200 folder directory and right click and go to the properties of the AX200 folder.

Now go to the security tab and add the user IUSR and set to full control. To add the user click edit, now

click add on the permissions screen. Click on the Advanced.
\ |, AX200 Properties =]

| General I Sm Security | Previous Versions I Customize |

Object name:  C:\Program Files"AX200

GI’ULID Or user names:

SR, CREATOR OWNER

82, 5YSTEM

.§3J.-’ldmin\sﬂators (TestserverWindo'Administrators)

B2 lears (Tast hlindnl | loans
< 1 ]

To change pemissions, click Edit.

. Permissions for AX200 @

Security

Object name:  C:\Program Files\AX200

»

Group or user names:
93, CREATOR OWNER

82,5YSTEM
.gt.-'lﬂminisﬂmors (TestserverWindo“Administrators)
gﬂJ Users (TestserverWinda'Users)

.?“‘r’JTrustadInstaHer

Vi
L]
i | iu) o, £ DCATAD
Select Users or Groups @

Select this object type:

Users, Groups, or Built-n security principals Object Types...

From this location:
TESTSERVERWINDO Locations...

Enterthe object names to select (examples):

| Check Names

Note: Please check the location. This should be set as your PC Name.

22. Press Find Now, scroll down and highlight IUSR in the list and click ‘OK’.

AXEnterprise Installation and user guide Dec 2013
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-
Select Users or Groups

BRI

Select this object type:

Users, Groups, or Builtin security principals

From this location:
DEMO-PC

Commeon Queries

M arne: Starts with
Dezcription: | Starts with

Disabled accounts

MNon expirng password

Days zince last logor:

Search results:

Columns...

Stop

;’,3/7

oK

) (Concsi

Name (RDOM) In Folder

HZ Distibuted C..  DEMO-PC
H¥ Event Log Re... DEMO-PC

SE Everyone

25 Guest DEMO-PC
HE Guests DEMO-PC
¥ 15 _1usRs DEMO-PC

H¥ INTERACTIVE
S TASH

HE LOCAL SERV...
HE METWORK
[ P

m

Select Users or Groups

Select this object type:

IUsers, Groups, or Builtin security principals

From this location:
TESTSERVERWINDO

Enterthe object names to select (Examples):

H

[USH

Check Mames

[

oK= ][ Cancel ]

Click OK and it will now be added to the User Names in the Properties Screen, set IUSR as full control, and

click apply.

AXEnterprise Installation and user guide Dec 2013
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23. Click on ADD in the security tab and repeat this process and add the following users with full control
Everyone (Full Control)
IIS_IUSRS (Full Control)
Network (Full Control)
Network Service (Full Control)
Users (Full Control) (Normally already added but needs to be set to full control)

B permisonsforao0 x
Security I
Object name:  C:\Program Files (x86)\AX200

Group or user names:

%2 CREATOR OWNER

52 SYSTEM

82, Administrators (WIN-455KUW6YSMM\Administrators)
£2 Users (WIN-45SKUW6YSMM\Users)

52 Trustedinstaller

Pemissions for Users

Full control |:|
Modify O
Read & execute O
List folder contents O
Read O

|

Leam about access control and pemissions

ook oo || ®

24. To change the users to full control, go to the Permission screen and highlight the user and tick the box
marked Full Control and click Apply. Shown above.

Please repeat Steps 21-24 on the CardManage folder located, C:\Program Files\CardManage for 32-bit
machines or C:\Program Files (x86)\CardManage for 64-bit machines

Close the properties window by clicking OK

AXEnterprise Installation and user guide Dec 2013 20
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25. Now go to control panel ---administrative tools—Open Internet Information Services (1IS) Manager.
Expand Sites node—click on AX Enterprise node---on the right panel, double click on ASP icon. Expand
Limit Properties node---Change the value of Maximum Requesting Entity Body limit from 200000 to
1073741824. Move the cursor from that field and click apply

Repeat on Default website and the PC, move the cursor from that field and click apply

- Internet Information Services (IS} Manager
7
- » WERW b Sites » efault Web Site  »
) TESTSERVERWINDO  » Si Default Web §i

Eile  View Help

;onnedions @ ASP

| 492 TESTSERVERWINDO (Testser

" &) Application Pools Display: Friendly Names -
48] Sites B Behavior iy
i €D Default Web Site Code Page a Unline Relp
Enable Buffering True
Enable Chunked Encoding True
Enable HTML Fallback True
Enable Parent Paths False
Bl Limits Properties
Client Connection Test Interval 00:00:03

Maximum Requesting Entity Body Limit

Queue Length

Request Queue Time-out !
Response Buffering Lire 4194204

Script Time-, 00:01:30
Thseets Per Processor Limit 25
Locale ID 1]

-
Restart On Config Change True
B Compilation
Debugging Properties

Caching Properties
Com Plus Properties
Session Properties

26. Set the application pool to 32 bit as AXEnterprise uses 32 bit dlls. To do that, inside the Manager-->Click
on Application pool. Changing the Application pool to 32 bit, only for 64 bit operating systems.
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=18(x]

@E) 2} » WIN-ETASMB2GDAF » Appication Pools

@ @~

File View Hep

Q- |8

0’;! Application Pools

applications, and provide isolation among different applications.

€ Start P
s g e (Wi ETASvE2c0AF g | TiSPoge lts vouien and manage the st ofapicaton pol on th srver Appicaton oo e assocated it orke rocesses, conta one o more
\L L2 Applcation Pools
-8 Sites Filter:

~ o ~ Gishow Al |Growpby: NoGrouping =

@ Default Web Site

Neme ~ [Status [ .NET Frame... | ... | Identity [ Appications |
Y Classic NET App... Started  v2.0 Classic NetworkService 0
‘QDEFBUWOM Started v2.0 Integrated NetworkService 4

4 | >
Ready

Content View

& Add Appiication Pool...
Set Application Pool Defauils....

Oriine Help

%

On the Action panel on the right hand side of the screen, click on Set Application Pool Defaults

Applcation Fool Defautts Bl
C {(General]} —
FET Alurmvns b w20
> Erabiz 212-3tt Apckartons
Hanapec Fps e Mte Intwipatec
Qs Langhh o
Tnie |
E OFU
Limt ]
Ll &ckon LR T
Linik Irviarzal [iruries) 5
Provmsan ATFraty Eneichec Sl
Processor AFnity Mizsh A2S4IETERS
F Precess Made |
Laenitky ApplcytionPosldentity
Tt & Terecart i hes| ]
Losyd ey Prafe Falec
Hadmir 'Worser Frocesces L
Pry Braldal Tiue
Ping Hawivure Faszonse Tine (seons 20
Hiray Pt [mer oncsd Al
Shurscown Tive Uit dsazonds] E')
Sitartan Time Lieuk Jesrnnced Ell
E Prxcess Orplianing =
bl [N
skart Airtomatically
[m:tnsbart] I e, e spobeaton ponl s charbed uoon cresazn, o0 when 05
startzd, Starf~g ar 2ppicedon pood 5255 this proparty to bue, and stopoing 2n e,

e Cancel Iﬁ

27. Change Enable 32-Bit Application to True.

28. Now change the Identity field to LocalSystem. To do this click the button at the end of the Identity field,

shown below
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E (General) =
.MET Framework Version v2.0
Enable 32-Bit Applications True
Managed Pipeline Mode Integrated
Queue Length 1000
Start Automatically True
B CPU
Limit 0]
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False A
Processor Affinity Mask 4294557295
El Process Model —
R '.oricservice e
Idle Time-out (minutes) 55
Load User Profile False
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time (seconc 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) a0
Startup Time Limit (seconds) a0

E Process Orphaning

Crmablod

=N

Identity

[identityType, username, password] Configures the application pool to run as
built-in account, i.e. Network Service (recommended), Local System, Local Service...

OK | Cancel |

4

AXxess

Identification

Change the drop down box marked Built-in-account to LocalSystem, Click OK to accept.

Application Pool Identity

'S

r-h

Built-in account:

2%

MetworkService

LocalService

LocalSystem

ApplicationPoolldentity et |
QK I Cancel |

—

Click OK on the application pool defaults screen and Restart 1IS Manager. Now close IISManager.

29. Now copy the file ‘Global.asa’ from the C:\Program Files (x86)\ Card manage and copy it into the
directory, C:\inetpub\wwwroot. Now Restart 1IS Manager to take effect, or reboot the PC.

Note: Ensure the PC has a Static IP address.

AXEnterprise Installation and user guide Dec 2013
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30. Once this is completed, you can start the AX200 software, and set the IP settings up, by going to Access
point/Device Manger /PC Server. Now start the Card manage, found on the Desktop as a global icon

The screen below will appear, set the AX200 Server IP to the IP you set in the AX200, and the AX200 folder
path, to the path where the AX200 is kept. Click start and the card manage will start.

If this screen does not appear, you can find it in the bottom right hand corner, click on the & icon and it will
appear.

_ioi

192.168.16.24] C:\Program Files [#86]4Ax<200

|Key mizzing{Running as demﬁ&erial no: -21 355355?‘9
-4

Note: If you have not yet got a license key it will show here.

31. Now start Internet Explorer, type your http site in e.g. http://___.
page should appear.

. IAXEnterprise. The Login

Note: Internet explorer 8 and Internet explorer 9 is supported.
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32. Next you need to Enable the Active X controls on Internet Explorer, go to Tools - Internet option -
Security Tab —Trusted sites - Custom Level button:

Enable Allow previously unused ActiveX controls to run without prompt

Enable Allow Scriptlets

Enable Automatic, prompting for ActiveX controls

Enable Binary and scripts behaviours

Enable Display video and animations on a webpage that does not use external media player
Enable Download signed, ActiveX controls

Enable Download unsigned, ActiveX controls

Enable Initialize and script ActiveX controls not marked as safe for scripting

Enable Only allow approved domains to use ActiveX without prompt

Enable run ActiveX controls and plug-ins

Enable Script Active controls marked safe for scripting
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In the download section:

Security Settings - Trusted Sites Zone

Settings

|@| ActiveX controls and plug-ins -
|@] Allow previously unused ActiveX controls to run without prom
(7) Disable
@ Enable M
@] Allow Scriptiets
(7)) Disable
Enable
@ Prompt
\#| Automatic prompting for ActiveX controls
(7) Disable
@ Enable
|#] Binary and script behaviors
@) Administrator approved

Disable
@ Enable
| Miemlzw vidan 2md smirestine amososhesns it dree meb oes
1| i | &

*Takes effect after you restart Internet Explorer

Reset custom settings

Besetto: lMEdium (default) V] [ Reset.., ]

[ OK ] [ Cancel ]

I~ @3 Downloads

Security Settings - Trusted Sites Zone

Settings

|@| Orly allow approved domains to use ActiveX without prompt |7|
(@ Disable M
@ Enable

|#| Run ActiveX controls and plug-ins

D) Administrator approved

Il
woom
T
oo
2 T
B oo

|| Script ActiveX controls marked safe for scripting™

OLO@(
=

L

21

=2

m

@ Enable
@ Prompt

> .gg Automatic prompting for file downloads
) Disable
(@ Emzhla E

1| i | 3

*Takes effect after you restart Internet Explorer

Reset custom settings

Reset to: [Medium (default) Vl [ Reset... ]

[ OK J l Cancel ]

Enable Automatic Prompting for active x controls
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After the above changes, click OK.

33. In the Internet Options screen select the Advanced Tab. Find Multimedia and Tick Play animation in
webpages. Please note this step applies to Internet Explorer 9 or higher.

-
Internet Options M

| General | Security | Privacy I Content I Connections I Programs | Advanced l

Settings
I [] Always show encoded addresses - I
Send IDM server names
[] Send IDM server names for Intranet addresses
Send UTF-8 URLs
Show Motification bar for encoded addresses
Use UTF-8 for mailto links
dy Multimedia
Enable alternative codecs in HTMLS media elements™® K
Enable automatic image resizing ‘E‘
Flay animations in webpages™® [
Play sounds in webpages
[] show image download placeholders
Show pictures
5 security S
4| 11 | +

*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition. =

‘fou should only use this if your browser is in an unusable state.

[ QK ] [ Cancel Apply

Click OK. Now restart Internet Explorer.

34. When using the AX Enterprise either on Server or as a Client, you need to add it to the trusted sites. You
can do this by going to the Internet Options - Security Tab — Trusted Sites — ‘Sites’ Button.

Internet Options @

Security | Privacy I Content | Connections I Frograms I .-'-\dvanced|

General

Select & zone to 7 r change security setiings.

T e «v o

T et Localintranet QVSEGEIES  Restricted

sites

Trusted sites
This zone contains websites that you =

trust not to damage your computer or
vour files,
‘fou have websites in this zone.

Security level for this zone
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Type in your IP address and click Add and close, (the IP Address should already be filled in, if you are on your

AX Enterprise screen)

-

Trusted sites @

You can add and remove websites from this zone. All websites in
e this zone will use the zone's security settings,

Add this website to the zone:
http:/192.165.15.10] Add

Websites:
http: /172, 16. 10,10 - Remove

hittp://192.168.1.1 1
http://192. 168. 16, 10
http://192. 168. 16,28

Lai_ .

T B et T Mol T

[ require server verification (https:) for all sites in this zone

Close

35. Next Open Internet Explorer and select Tools and Internet Options. Please note that steps 35 to 37 apply

only to Internet Explorer 9 or Higher.

G i mancom rdzlé 2 BAzctd&pc=UPS0A - Pa=l 0~ R0 X |l MEN UK - Hetmsleoskai.

Choose
your box! B

LATEST WinaNERS JESRS /T Mark D won £194,023

MSN UK 361 Sorepage Bt 75 Wrabw  Visicord View dowebead;

Prist
Fle

Zozm 1N)

5
Jone V won £217,103 Satery

RN | rrages | Videos | Shopgeng | Mesa | Mags R A A Mansge ads-zra

& FL2 devedoper tock

|
Internet 1 Gow
Options

msn\t (

et ophzne

NEWS ENTERTAINNENT  LFESTYLE CARS VIDED PHOTOS [RASEE

Abost Irtene Eqione
wrpativen dingy ¢ -
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36. In the General Tab, click ‘Settings’ in Browse History

F

Internet Opticns -

General |Security' | Privacy | Content | Connections | Programs | .ﬁ.d'u'.anr_edl

Home page
l/? To create home page tabs, type each address on its own line.

=
A hittp:/Aananw. msn.comy? ocid=EIESHP&PC= -

[ lUse current ][ Use default H Ise blank

Browsing history

A7 Delete temporary files, histor asswords,
¥ 4K parary

and web form information, Settings

[]Delete browsing histary on xit

Delete,,, ] ettings ]

Search

p Change search defaults.
Tabs

_|_:' Change how webpages are displayed in

tabs,

Appearance

[ Colors H Languages H Fonts ][ Accessibility ]

| Ok ” Cancel ] Apply

-
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37.

Then select the ‘Every time | visit the webpage button’

-

P

Ternporary Internet Files and History Settings

Temporary Internet Files

Internet Explorer stores copies of webpages, images, and media
for faster wiewing later.

Check for newer versions of stored pages:
(@) Every time I visit the webpage!
() Every time I start Internet Explorer

(™) Automatically
() Mever

Disk space to use (5-1024MB) 250 |
{Recommended: 50-250MB)

Current location:
C:Wsers\Richard\AppData'LocalMicrosoft\Windows\Tempaorary
Internet Files),

[ Mowve folder... ][ View objects ][ Yiew files

Histary

Specfy how many days Internet Explarer should save the list
of websites you have visited.

Days to keep pages in history: 0 =

=

oK ] [ Cancel

Then Click OK. In the Internet Options window click OK

Setting up the Firewall to allow the AX Enterprise to communicate

Go to the Control Panel and click on Windows Firewall.
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~l
wb

= Indezxing Opticns

Bl Location and Dther Serscrs

5E Metwork and Sharing Center

M Feformance Infarmation and Toals
% Power Options

.3 Fegran and Language

B Speech Recognrition

ol Tzskbar 2nd Start Meny

"_r;. Windows Anytima Upgrade

i Windoas Firewall

AXxxpss

Identification

¥ Internet Dations

!?' el ail

B Metification Arez loons

B rerconalizztian

Bl Frograms and Festures

5 Remotefpp and Desklop Connect
&) Syne Certer

3 Troubleshoating

ﬂ Windows CardSpace

B winows Update

Wind oves Frevwall

St lrewall deunily oplions b help l

Now go to ‘Allow a program or feature through Windows Firewall’.

-]

off

'&' Restore defaults
) Advanced settings

@Ovle » Control Panel » All

Control Panel Home

S Allow 2 program or feature
threugh Windows Firewall
# Change notification settings

& Tumn Windows Firewall on or

Troubleshoot my network
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Select the Exception tab and find World Wide Web Services (HTTP) and tick box. Now add a port to the
Exceptions list. Click Add port

* windows Firewall Settings i

"General Exceptions | dvanced |

Exceptions control how programs communicate through Windows Firewall. Add a
program or port exception to allow communications through the firewall.

q.2.program#

To enable an exception, select its check box:

Windows Firewall is currently using settings for the private network location.
Wh

Program or port I _A_l
[JRouting and Remote Access

[Jsecure Socket Tunneling Protocol

Secure World Wide Web Services (HTTPS)

[ SNMP Trap

Windows Communication Foundation

[ windows Firewall Remote Management

[J windows Management Instrumentation (WMI)
[J Windows Media Player

[J windows Media Player Network Sharing Service
[J windows Remote Management

[J Windows Security Configuration Wizard

1 M world Wide Web Services (HTTP)

Add pl_'_ogram/l% Add port... | Properties I Delete l

™ Notify me when Windows Firewall blocks a new program

x|

[ ok | concal | el

AXEnterprise Installation and user guide Dec 2013
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Name the port, add the port number and select the protocol type. Shown below:

Add a Port E x|

Use these settings to open a port through Windows Firewall. To find the
port number and protocol, consult the documentation for the program or

wmuﬁl

Name: | (UPD) Enviroment

 Portoumben—> | s0000]

Protocol: o ICP /
' UpP

What are the risks of opening a port?

Change scope... | OK I Cancel

Click OK to add the port

There are 6 ports that need to be added, shown in the table below:

Name Port number Protocol
(UPD) Environment 50000 UDP
Client OCX 1 4782 TCP
Client OCX 2 4783 TCP
Client OCX 3 50505 TCP
AX Enterprise 1 50010 UDP
AX Enterprise 2 50011 UPD

Now the AX Enterprise can communicate through the Firewall.
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AX Enterprise Installation Windows Server 2008 R2
Configuring IS 7
This applies to Windows Server 2008 R2, please follow the instructions below.

Do not install the AX200 or the AX Enterprise, until prompted later in this document.
A static IP address is required. Ensure a static IP has been done before proceeding.

To install 1IS 7, you must be a member of the Administrators group to install 1IS 7.

1. Click Start and then click Control Panel.

2. In Control Panel, click Programs and Features and then click Turn Windows features on or off,
found on the left hand column.

Ao
fe Acton  Maw  Hep
|4==p| #1[5| H
\ o, Sarvar Marage (WIN<SRICOLYS
T Aoz
& resurss =t
L} Slegnasbs Vi the bedith of e roles restabed on your sever and add of remove robes and festures.
Bl g% Conficuraton 4
B 2§ Storage
~ Roles Summary H nckes sunmary Hep
~) Rales: 0of 18 instalod 5:“—‘;'4_‘ Roes

B Rerove Rodes

3. Click on the Roles in the left hand column, and wait for it to load and then click on Add Roles.
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Check the Role Wizard, Pre-requisite are complete, then click next

4. Find the Web Server (IIS) in the list and tick the box. Click next.
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Add Roles Wizard 1l x|
ﬁ Select Server Roles
Before You Begin Select one or more roles to install on this server.
Server Roles Roles: Description:
Confirmation P e : 2 Web Server (IIS) provides a reliable,
L Act_ve D!rectory Certﬁcate S_ervnces manageable, and scalable Web
Progress [] Active Directory Domain Services

applicationinfrastructure.
D Active Directory Federation Services

[ Active Directory Lightweight Directory Services
E] Active Directory Rights Management Services
[ Application Server
["] pHcP server
"] DNs Server
"] Fax Server

File Ser
[] Hyper-v
"] Network Policy and Access Services
\ [] print Services

HS| Terminal Services
[] uDDI Services
Sl \'Veb Server (I1S) (Installed)

["] windows Deployment Services
["] Windows Server Update Services

Results

ices (Installed)

‘Additional role services canbe
added fromthe Roles home page.

More about server roles

| < Previous I Next > | Install | Cancel l

5. Click next on WeblIS introduction, you also need to install these features, marked below. Click
Add Required Features.

Add Roles Wizard _ .’ﬂ

4.(*-'4 Add features required for Web Server (lIS)?
-v—
__J You cannot install Web Server (I1S) unless the required features are also installed.

Features: Description:
[=] Windows Process Activation Service ‘.'-ﬁndcw.:s Process Activation Ser .
Process Model generalizes the IIS process |, removing
the depende HTTP. he feat
Configuration APls € dependency on e features
174
| Add Required Features Cancel |

(i) Why are these features required?
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6. Select Role Services from the left-hand pane, then select which of the services are needed to
install with 1IS:
Tick the box ASP from the list

Add Roles Wizard 2N x|
ﬁ Select Role Services
Before You Begin Select the role services to install for Web Server (IIS):
Server Roles Role services: Description:
Web Server o I : Adtive Server Pages (ASP) provides a
(s) E] @ web Server 2] Serversidescripting environment for
= = Comman HTTP Features building Web sites and Web
[V] Static Content applications. Offening improved
[V] Defadt Document perfarmance aver CGI scripts, ASP
1 o . provides IIS with native support for
|| Directory Browsing
[F] HTTP Errors both VBScript and 3Script. Use ASP if
— you have existing applications that
L] HTTP Redirection require ASP support. For naw
= lA_]pﬁimuon Development :gehll%p.rmmt,mnslderusmg
ASP.NET .NET.
[[] .NET Extensbiity =
O
] cer
|| 1sAPI Extensions
[] ISAPI Fiters
> | ] server sde indudss
= [ Health and Disgnostics
(] HTTP Logging
] Logging Tools
[V] request Manitor
] Tracing
[] Custom Logging
S i /
More about role services
< Previous " Next > I Trystall J %

When you tick ASP box it will prompt you to add these Role Services, click Add regtired Role Services.

Add Roles Wizard 3 _)_(l
"("': Add role services required for ASP?
-v=
| You cannot install ASP unless the required role services are also installed.
Role Services: Description:
= Web Server {IIS) \web Server (11S) provides a reliable, Pz
5 Web Server manageable, and scalable \Web application
NG infrastructure.
[=] Application Development

ISAPI Extensions

1L

[ Add Required Role Services | Cancel |

(i) Why are these role services required? J

From the list, ensure all of the following are selected:
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Management Tools

¢ IS Management Console

Application Development Features
e ASP

e |SAPI Extensions
Common HTTP Features

=  Default Document

= Directory Browsing

= HTTP Errors

=  Static Content
Health and Diagnostics

= HTTP Logging

= Request Monitor

Performance Features

=  Static Content Compression

Security

e Request Filtering
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7.  When you have ticked the correct boxes press next at the bottom of the screen, the screen on the
next page will appear. Review the correct items are selected and press install.

8. This screen shows you the progress of the installation.

9. An installation result will indicate that you have successfully installed Web Server (11S). Click close

Add Features Wizard B l(_]
ﬁ Select Features
[
Features Select one or more features to install on this server.
Confirmation Features: Description:
Progress 1 Desktop Experience includes features
le] @ .NET Framework 3.0 Fe_amres (Installed) B Windows Vit = dch s Wildows
Results [] BitLocker Drive Encryption

Media Player, desktop themes, and

[[] BITS Server Extensions photo management. Desktop
[ Connection Manager Administration Kit Experience }ﬂoes not enable apy of the
Desktop Experience (Installed) Windows Vista features; yowmust

[ Group Policy Management manually enable them.

[] Internet Printing Client
[] Internet Storage Name Server
["] LPR Port Monitor
N+ [ | Message Queuing
[] multipath 1/0
[ Network Load Balancing
[] Peer Name Resolution Protocol -
["] Quality Windows Audio Video Experience
["] Remote Assistance
["] Remote Differential Compression /
[E Remote Server Administration Tools (Installed)
["] rRemovable Storage Manager
["] RPC over HTTP Proxy
[] simple TCP/IP Services
[] sMTP server Ll

(aa} | CAIRAD Cmrvsimmn

More about features

10. On Windows Server 2008, you also need to install the feature desktop experience. Go to the
server manager icon next to the Start menu. (If the server manager window is still open, proceed
to add features step)

l
. “start J oy €

Select Features from the right hand column. Now click Add Feature
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B Server Manager

Fle Acton Vew Hep

s 2@

', Server Manager (¢IN-ETASNE2GD
+ 3-‘ Roles
1) ﬁ Feahyes
4] gm Diagnostcs
+ i} Configraton
@ 54 Storage

~ Fealures Summary

Al Features: Colecting data...

AXxxpss

Identification

a View the status of features ingtaled on this server and add of remove festures,

[ meatres

=101 %]

¥ Hep

é Add Foatures

& “emove Fe

atwes

11. Click next and find Desktop Experience in the list. Tick this and click next. If prompted, add

required features and confirm install.

Add Features Wizard

Select one or more features to install on this server.
Features:

Description:

|E .NET Framework 3.0 Features (Installed)
["] BitLocker Drive Encryption
[] BITS Server Extensions
S D Connection Manager Administration Kit
Desktop Experience (Installed)
D Group Policy Management

- | Desktop Experience includes features
— of Windows Vista, such as Windows
Media Player, desktop themes, and
photo management. Desktop
Experience does not enable any of the
Windows Vista features; you must
manually enable them.

[] Internet Printing Client
[j Internet Storage Name Server
[Z] LPR Port Monitor
[] Message Queuing
[[] multipath 1/0
[ Network Load Balancing
[] Peer Name Resolution Protocol
[ Quality Windows Audio Video Experience
D Remote Assistance
"] Remote Differential Compression
[E Remote Server Administration Tools (Installed)
["] Removable Storage Manager
["] RPC over HTTP Proxy
[] simple TCP/IP Services
SMTP Server
Pkl =l

More about features

< Previous | Next> I

==

Install

After installing Desktop Experience, reboot your PC, and then allow the configuration process to complete and

close.

12.  After rebooting your PC, please check to see if IIS is working, to do this by typing http://localhost

to Internet Explorer, the screen below should appear. Now close the Internet Explorer when
finished.
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13.

14.

15.

16.
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(i & b L Fastures Vi |5 Cantent View e .
b

% v B} <10 ow v Bagew Gatety~ Tgol:iv ¥~ Nl (¥

internet information unueu

Run setup.exe of the AX200 this is located in the AX200 installation folder.

Run setup.exe of AX Enterprise this is located in the AX Enterprise installation folder.

Run Upload.exe (application) located in the Installation folder of the AX Enterprise, under Upload —
Upload.exe (An ‘Error registering COM+ Application’ will appear if you have installed the Run

Upload before).

Go to Control panel-Administrative tools — Internet Information Services 1S Manager. Select the
Default Web Site and right click on the default web site and select Add Virtual directory.

Q Default Web Site Home
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17. Enter Alias as: AX Enterprise. Enter the Physical path to Card manage directory

Please note the Physical path is C:\Program Files (x86)\CardManage for 64-bit machines and
C:\Program Files\CardManage for 32-bit machines.

You can check your operating system by clicking Start — Control Panel - System

Add Virtusl Dwrectory 2

Site name: Default Web Site
Path: /

Alias:
Enterprise

Example: images

Physical path:
AN
\IC:\Program Files (x86)\CardManage E

Connect as... I Test Settings...

OK Cancel

18. Click ‘Connect as’ and ensure application user pass through authentication is selected.

19. Then click OK and click OK in Add Virtual Directory.

¢
7 i Virhual Direchory ¥
1 |
Cnnest & i
Fath credoeediaks
8 Specific user

B Applicotice usen (pass threugh sothentication)

ok S | canesl

[ Correct d... | | Test Settings.. |

o oK Cance |

L

20. This will connect the user IUSR for IIS user. The IUSR account replaces the IUSR_Machine Name
account in IIS. Close IIS Manager.

21. Now browse to the AX200 folder directory and right click and go to the properties of the AX200
folder. Now go to the security tab and add the user IUSR and set to full control. To add the user
click edit, now click add on the permissions screen. Click on the Advanced.
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— AXZO00 Properties =]
General I Sharing &ecurﬂ'}' Frewvious Wersions I C.Llstl:lmizel
Dhject name: C:wProgram Files A2200

GFDI_ID or user names:

£ CREATOR OWMNER

HE SYSTEM

B&, Administrators {TestserverWindo ' Administrators)
BB ) lemre MTectesmarifilicAdnt | loare Sx
« | 11 |

To change pemissions, click Edit.

L. Permissions for AX200 IEI
Security
DObject name: C:Program Files . A3200

Gn:u_lp ar user names:

B CREATOR OWMNER

B SYSTEM

.E&P»dministla‘tors (Testserver¥Vindo ™ Administrators)
SzJ Users (TestserverVWindo ™ sars)

HR& Trustedinstaller

Ll [ Add ... ] [ Remowve ]

=y e L DO A TD

Select Users or Groups

Select this object type:

Users, Groups, or Built-in secunty principals
From this location:

TESTSERVERWINDO

Enter the object names to select {(examples): /
|

[ Check Namesl]/

[ O( ] [ Cancel ]

Note: Please check the location. This should be set as your PC Name.

22. Press Find Now, scroll down and highlight IUSR in the list and click ‘OK’.
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Select Users or Groups

A=)

Select this object type:
|Jsers, Groups, or Builtin security principals

Fram this location:
DEMO-PC

Commaon Queries

Locations. ..

I arme: Starts with
Descrptior: | Starts with

Disabled accourts

MNaon expiing passward

Days since last logon:

Columns... /

Stop

;Q;'

Search results:

Name (RON) In Folder

82 Distibuted C..  DEMO-PC
82 Evert Log Re... DEMO-PC

% Everyone

2 Guest DEMO-FC
H2 Guests DEMO-FC
B 115 USRS DEMQ-PC
H2 INTERACTIVE

8% | OCAL SERV...

H2 NETWORK
[ . R -

m

Select Users or Groups

Select this object type:

Isers, Groups, or Builtin securty principals

FErom this location:
TESTSERVERWINDO

Enter the object names to select {examples):

Object Types...

IUSR

[ Check Mames ]//

[ oK= ][ Cancel ]

Click OK and it will now be added to the User Names in the Properties Screen, set IUSR as full control, and

click apply.
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23. Click on ADD in the security tab and repeat this process and add the following users with full
control
Everyone (Full Control)
[IS_IUSRS (Full Control)
Network (Full Control)
Network Service (Full Control)
Users (Full Control) (Normally already added but needs to be set to full control)

x
Security I
Object name:  C:\Program Files (x86)\AX200

Group or user names:

%2 CREATOR OWNER

52 SYSTEM

52, Administrators (WIN-45SKUW6YSMM\Administrators)
82 Users (WIN-45SKUW6YSMM\Users)

52, Trustedinstaller

Add... I Remove
//

Permissions for Users Allow M

il O =

Modify O

Read & execute O

List folder contents 0O

Read O ~| /
Leam about access control and pemissions [

oK Cancel | Apply

24. To change the users to full control, go to the Permission screen and highlight the user and tick the
box marked Full Control and click Apply. As shown above.

Close the properties window by clicking OK

Please repeat Steps 21-24 on the CardManage folder located, C:\Program Files\CardManage or
C:\Program Files (x86)\CardManage

25. Now go to control panel ---administrative tools—Open Internet Information Services IS Manager.
Expand Sites node—click on AX Enterprise mode---on the right pane, double click on ASP icon.
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Expand Limit Properties mode---Change the value of Maximum Requesting Entity Body limit from
200000 to 1073741824. Move the cursor from that field and click apply

wﬂ Internet Information Services (IS) Manager
@@ [0 » TESTSERVERWINDO » Sites » DefaultWebSite » AXEnterprize

File View Help

Cornections -
-~ o Asp
PECE] T.E.STSERTJEP..\“.‘INDO Testserd | Diglays Friendly Nomes .
‘_E ,;E::hcatlnn Pools 5 raer @ ):!EI[:
46 Default Web Site Code Page 0 OninslSly
» [ aspnet._client Enable Buffering True
b 5] AXEnterprise Enable Chunked Enceding True
Enable HTML Fallback True
Enable Parent Paths False
> o
Client Cennecticn Test Interval 00:00:03
Iaximum Requesting Entity Body Limit 1073741824
Queue Length 3000
Request Queue Time-cut 00:00:00
Response Buffering Limit 4194304
Seript Time-oul 00:01:30
Threads Per Py 25
Locale 0
Estart On Config Change True
(= Compilation
Debugging Properties
Script Language VBScript
B Services
— B Caching Properties

Com Plus Properties
Session Properties

Repeat on Default website and PC, move the cursor from that field and click apply

W= Internet Information Services (1IS) Manager
g
@@ [@ » TESTSERVERWINDO » Sites » Defaull Web Site »

File View Help

Connections

—~ 0 ASP

495 TESTSERVERWINDO (Testserv
2 Application Pools

Display: Friendly Names - Ex tenc

- Jria E Bvir ®
4 Default Web Site Codle Page o Oninele
Enable Buffering True
Enable Chunked Encoding True
Enable HTML Fallback True
Enable Parent Paths False
B Limits Properties
Client Connection Test Interval 00:00:03
Maximum Requesting Entity Body Limit 1073741824
Queue Length 3000
Request Queue Time-out 00:00:00
Response Buffering Liry 4194304
Script Time_g 00:01:20
ThuewtTs Per Processor Limit 25
L~ LocaleID 0
Restart On Config Change True
B Compilation

=

Debugging Properties

Script Language VBScript
Services

Caching Properties

B & 0

Com Plus Properties

=

Session Properties
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26. Set the application pool to 32 bit as AX Enterprise uses 32 bit dlls. To do that, inside the Manager-
->Click on Application pool (not required on 32 bit version of windows server 2008)

Y toternet Informatian Seruices (118} Mesager =13l x|
@{) | 42 » vemxsront v apekewton pecks @ e
B Wew
@~ 112 18 l ¢§ Application Poocls
\ {3 Start g Triz 203 lets 120 tew 3nd manage the (st 2f apobaaton pools or the sarver, dophaatior coos e
P CEAN S SR " o » " ~a the v
w ARELEEQVE CAREL SR LYSLN) S0 ued Ml DY roCisEls, Lo OO O NS Sppadine, ond reads sokilon S dife ot 8
2 S
= - X = ornelien
@ Oufud b St e H...;-_.\ < Ghshow sl |Groupby: M Qo -
i L A Dt Neme ~ Styus NETFrave... Foe... | Scentty 14
i 150 urml chuct. S Tiaere T App.. Steeted w0 Clrr ApieatseEnaliden ., 0
s ] AxacSlapron DfodkApoted  Strid w20 Intogncd Apchatafodliden .. 1
< | 0|
Testuras Ve o Content Ve
Resdy b

27.  Onthe Action panel on the right hand side of the screen, click on Set Application Pool Defaults

frorboabon Pocloefautes |

C {Genersl) =
FET Sammsars Yonar w0
Erabi= 221-3t Apokavions Trui

N
y Mariacpec Fymeie M Interpated
Qs Langth e
| EET— =
I |e om
l Lk o
Ll &ckon Mo L
Lirit Imezrzal [irunes) I
Provmes &7Fruty Srohec] “ulma
Processor Aty Mask AT
F Process Maodel Ll
ety AppicationPocddentity
Tt & Trecart i hes] il
Losad daer Prafie Falee
Mo 'Worcer Frocesses L
Py Brabial T
Ping Haurrur Rasoonss T (saonz 0
Hiray Fermc (e oncs ) Al
Shurszosn Tiee Lmit isazonds) £
St Tere Lienk fesennced Ell
E Prxcces Orphaning =
Fonleinad ul
skart

[t karl] I¥ e, toe spobeaton pond i charbed ueon crescn, o0 when 05
startzd, Starf~g an =ppicedon pood 525 this proparty to us, and stopoing 2ni ..,

3 Cancel IA
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28. Change Enable 32-Bit Application to True. Now change the Identity field to NetworkService. To do
this click the button at the end of the Identity field, as shown below (this is required on 32 bit

windows)

E (General) =
.MET Framework Version w2.0
Enable 32-Bit Applications True
Managed Pipeline Mode Integrated
Queue Length 1000
Start Automatically True

B cru
Limit 0
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled Falze |
Processor Affinity Mask 42949572395

E Process Model %
Identity HNetworkService J
Idle Time-out (minutes) 55
Load User Profile False
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Respanse Time (seconc 30
Ping Period (seconds) 30
Shutdown Time Limit (seconds) a0
Startup Time Limit (seconds) an

E Process Orphaning =
et | | C-l

Identity

[identityType, username, password] Configures the application pool to run as

built-in account, i.e. Network Service (recommended), Local System, Local Service. ..

oK | Cancel |
4

Change the drop down box marked Built-in-account to NetworkService, Click OK to accept.

Application Pool Identity i |

{* Builtin account:

MetworkService j

LocalService
LocalSystem

r-u.

ApplicationPoolldentity ek |

QK I Cancel |

Click OK on the application pool defaults screen and Restart 1IS Manager. Now close lISManager.
AXEnterprise Installation and user guide Dec 2013 48



www.axxessid.com

AXxxess

Identification
Web Server Guide

29.  Now copy the file ‘Global.asa’ from the C:\Program Files (x86) Card manage and copy it into the

directory, C:\inetpub\wwwroot. Now Restart IIS Manager to take effect, or reboot the PC.

Note: Ensure the PC has a Static IP address.
30. Once this is completed, you can start the AX200 software, and set the IP settings up, by going to

Access point/Device Manger /PC Server. Now start the Card manage, found on the Desktop as a
global icon

The screen below will appear, set the AX200 Server IP to the IP you set in the AX200, and the AX200 folder
path: to the path where the AX200 is kept. Click start and the Card manage will start.

If this screen does not appear, you can find it in the bottom right hand corner, click on the & icon and it will
appear.

%y AXEnterprise

=101 x|

192.168.16.34 C:MProgram Files [«86])WA= 200

|K395issing[Hunning as dem@erial no: -21 355355@

Note: If you have not yet got a license key it will show it the bottom of the window.

31. Now start Internet Explorer, type your http site in e.g. http://___.

.. IAXEnterprise. The
Login page should appear.

Note: Internet explorer 8 and Internet explorer 9 are supported.
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32. Next you need to Enable the Active X controls on Internet Explorer, go to the Internet option-
Security Tab —Trusted sites - Custom Level button:

Enable Allow previously unused ActiveX controls to run without prompt

Enable Allow Scriptlets

Enable Automatic, prompting for ActiveX controls

Enable Binary and scripts behaviours

Enable Display video and animations on a webpage that does not use external media player
Enable Download signed ActiveX controls

Enable Download unsigned Active X controls

Enable Initialize and script ActiveX controls not marked as safe for scripting

Enable Only allow approved domains to use ActiveX without prompt

Enable run ActiveX controls and plug-ins

Enable Script Active controls marked safe for scripting
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Security Settings - Trusted Sites Zone
Settings
| @] ActiveX controls and plug-ins -

\ |@] Allow previously unused ActiveX controls to run without prom
() Disable
@ Enable |j
|@] Allow Scriptlets

() Disable

@ Enable

i) Prompt
|| Automatic prompting for ActiveX controls

7)) Disable

@ Enable
|#| Binary and script behaviors

) Administrator approved

() Disable
@ Enable
| i Miemlzas vides =md smirmstioe Amo s lunli\.n:.rh:h Hazt Arce mmd oe
4 Tl b

*Takes effect after you restart Internet Explorer

Reset custom settings

Resst to: [Medium (default) '] [ Reset... ]
[ Ok ] [ Cancel ]
Security Settings - Trusted Sites Zone
Settings
|@] Only allow approved domains to use ActiveX without prompt |3
() Disahle
@ Enable

|@] Run ActiveX controls and plug-ins

@ Administrator approved

=l
i
=
o
[

Enahle

@) |:§:| @]

o
b
=]
3
=]
=

| @] Seript ActiveX controls marked safe for scripting™

AL

@ Enable
@) Prompt
@ﬁ Downloads
,_i‘g Automatic prompting for file downloads
) Disable
(@ Emzhla

' 1 | P

*Takes effect after you restart Internet Explorer

Reset custom settings

Reset fo [Medium {default) ']

l Reset... ]

[ OK ] [ Cancel l
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After the above changes click OK

33. Inthe Internet Options screen select the Advanced Tab. Find Multimedia and Tick Play animation
in webpages. Please note this applies to Internet Explorer 9 or Higher.

-
Internet Options @Iﬂ

| General I Security I Privacy | Content | Connections | Programs | Advanced [

Settings
I [ Always show encoded addresses - I
Send IDM server names
[7] send IDN server names for Intranet addresses
send UTF-8 URLs
Show Motification bar for encoded addresses
Use UTF-3 for mailto links
4y Multimedia
Enable alternative codecs in HTMLS media elements® r
Enable automatic image resizing ‘E ‘
Play animations in webpages™ b
Play sounds in webpages
[ show image download placeholders
Show pictures
0, Security i
4 T | 3

*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition, -

‘fou should only use this if your browser is in an unusable state.

[ 0K ] [ Cancel Apply

b

Click OK. Now restart Internet Explorer.

34. When using the AX Enterprise either on Server or as a Client, you need to add it to the trusted
sites. You can do this by going to the Tools - Internet Options - Security Tab — Trusted Sites —
‘Sites’ Button.

Internet Options @

Security | Privacy I Content | Connections I Programs I Advanced|

Select a zone to vIED change security settings.

@ & v O

Local intranet QVEisEli=d  Restricted
sites

Trusted sites
vf This zone contains websites that you

trust not to damage your computer or
your files.
You have websites in this zane,

Security level for this zone
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Type in your IP address and click Add and close, (the IP Address should already be filled in, if you are on your
AX Enterprise screen)

-

Trusted sites @

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings,

Add this website to the zone:
http:/192.165.15.10] Add

Websites:
http: /172, 16. 10,10 - Remove
hittp://192.168.1.1 1
http://192. 168, 16,10

http://192. 168. 16,28

Lit_ . l4amm 4em 40 =il

[ require server verification (https:) for all sites in this zone

Close

35. Next Open Internet Explorer and select Tools and Internet Options.

T
G i smanczm dsi Amptdipe=USbanad: BEPE=t £ 8.0 X W MSH UK - Hetmateoskai. &
= = ':"“"“r'-:\'""* Friet ’
Choose ATATENS Fhe ,
MR HO% m E £] 82’098'40 Tomn A :
(PRSI RN NNTEEY, £454, 766  Jone V won £217,103 hark D won £194,023 Adricn T won £193,088 Selery d
MEN UK y36r Somepage Blute TS Wrobw  Wecoord View Jowriced; Ctile)
» 2 Weon | Shepgang | A Ce il o Manage adz-zre
< - o FL2 devdoper tock
msn\ [ i €
SNW% L Internet “ =i Getepinedsites
Options
NEWS  SPORT ENTERTAINMENT LFESTYLE CARS WIDED PwoTDs [REREE Abost Irteme: Eqrioee
crpatiions dingy ob horos M jobs lobeny o money oaat e ——————— -
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36. Inthe General Tab, click Settings in Browse History

Internet Opticns -

General |Security' | Privacy | Content | Connections | Programs | .ﬁ.d'u'.anr_edl

Home page
l/? To create home page tabs, type each address on its own line.

=
A hittp:/fananw. msn.comy? ocid=EIESHP&PC=LP50 -

[ lUse current ][ Use default H Ise blank

Browsing history

A7 Delete temporary files, histor asswords,
¥ 4K parary

and web form information. Settings

[]Delete browsing histary on xit

Delete,,, ] ettings ]

Search

p Change search defaults.
Tabs

_|_:' Change how webpages are displayed in

tabs,

Appearance

[ Colors H Languages H Fonts ][ Accessibility ]

| Ok ” Cancel ] Apply

-
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37. Then select the ‘Every time | visit the webpage button’

Then Click OK.

-

Temporary Internet Files and History Settings @

Temporary Internet Files

Internet Explorer stores copies of webpages, images, and media
for faster wiewing later,

Check for newer versions of stored pages:
(@) Every time I visit the webpage!

() Every time I start Internet Explorer

() Automatically
i) Mever

Disk space to use (3-1024M8) 250 |
{Recommended: 50-250ME)

Current location:
C:Wsers\Richard\appData'Local\Microsoft\Windows\Temparary
Internet Files',

[ Move folder... ][ Yiew objects ][ View files

History

Specfy how many days Internet Explarer should save the list
of websites you have visited,

Days to keep pages in history: 0 =

Ok ] [ Cancel
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Setting up
communicate

the Firewall

to allow

Configuring Firewall on Server 2008 R2 for AX Enterprise.

the AX Enterprise

AXxess
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to

38. Go to Control Panel - Administrative Tools - Windows Firewall with Advanced Security.

indows Firewall with Advanced Secu =10] x|
Fle Acton View Help —‘
Windows Firewall with Advanced Security on Local Computer | Actions
Inoound Rules Windows Firewall with Advanced 5. &
Outbound Rles =
2. Connection Security Rules ﬂ Windows Fiewall with Advanced Securty provides netwrk securty for Windows computers. &) Import Policy...
s
2 Monitoring 45| Export Policy...
Overview - Restore Default Policy
Domain Profile Diagnose / Repair
@ Windows Frewallis on View »
© Inbound connegtions that do not match a nule are blocked ) Refresh
Outbound connections that do not match a ule are allowed ] Pt
roperties
Private Profile Helo
@ Windows Frewallis on
© Inbound connections that da not match  nule are blacked
@ Outbound connections that do not match a nule are allowed
Public Profile is Active
@ Windows Frewallis on.
©® Inbound connections that do not match a rule are blocked
@ Outbound connections that do not match a ule are allowed.
[EJ Windows Frewall Froperiies
Getting Started -
Create connection security nUles to specify how and when connections between computers are autherticated and
protected by using Intemet Frotocol securty (Psec).
[EJ Comection Securty Rules —
View and create firewall rules
Create firewallnues to allow or block connections to specfied programs or pots. You can akso alow a connection arly
itis athenticated, or f # comes from an authorized user, group, or computer. By defaut, inbound connections are
blocked unless they match a rule that allows them, and octbound connections are allowed uniess they match & e that
blocks them
B3 Inhound Riles:
‘ | Kl |
windows Firewall with Advanced Security oy =] P4
Fle Acion View Help ‘
o M= E=lET] |
& Windows Firewall with Advanced 5 [ | Actions
Inbound Rules
= Name Group. E N e = P || Tnbound Rules
Cutbound Rules
%5 Comnection Seaurity Ruies .AXZUU Access C“”‘”: System Domain Ne A::W' New Rule...
B, Monitorin 200 Access Control System Domain  No Alow
= ]
ent Retrie: BranchCache - Content Retrie... 7 W Filter by Profile 4
@ EranchCache Hosted Cache Server (HTTPn)  BranchCache - Hosted Cache ... All T Fiter by state »
ranchCache Peer Discovery (WSD-In) BranchCache - Peer Discovery... Al No Alow
W Fiter by Group »
@ coM+ Network Access (DCOM-In) COM+ Network Access Al Mo Allow
@ com-+ Remote Administration (DCOM-In) COM+ Remote Administration Al No Allow View N
() core Networking - Destination Unreachable ... Core Networking Al Yes Alow —
efres
() Core Networking - Destination Unreachable ... Core Networking Al Yes Alow &
(@ core Networking - Dynamic Host Configurat... Core Networking Al Yes Alow [ ExportList..
(@ core Networking - Dynamic Host Configurat... Core Networking Al Yes Alow e
Core Networking - Internet Group Managen...  Core Networking Al Yes Alow
() core Networking - IPHTTPS (TCP-In) Core Networking Al Yes Alow ‘BranchCache Content Retrieval (H.. &
(@) Core Networking - IPvé (1Pvé-In) Core Networking Al Ves Allow
—1 & Eenable Rule
(@ core Networking - Muticast Listener Done (T... Core Networking Al Yes Alow
(@ core Networking - Multicast Listener Query (... Core Networking Al Yes Alow &£ cut
(@) Core Networking - Multicast Listener Report ... Core Networking Al Yes Alow B oo
(@) core Networking - Multicast Listener Report ... Core Networking Al Yes Alow oY
Core Networking - Neighbor Discovery Adve... Core Networking Al Yes Allow K Delete
(@ core Networking - Neighbor Discovery Solicit... Core Networking Al Yes Alow (] Propertes
(@) Core Networking - Packet Too Big (ICMPv6-In)  Core Networking Al Yes Alow
(@) Core Networking - Parameter Problem (ICMP... Core Networking Al Yes Alow Help
(@) core Networking - Router Advertsement (IC... Core Networking Al Yes Allow
(@) core Networking - Router Solicitation (ICMP....  Core Networking Al Yes Allow
(@ core Networking - Teredo (UDP-In) Core Networking Al Yes Alow
Core Networking - Time Exceeded (ICMPv6-In)  Core Networking Al Yes Allow
DFS Management (DEOM-In) DFS Management Al Yes Alow
(@)0Fs Management (SMB-In) DFS Management Al Yes Alow
(@)DFS Management (TCP-In) DFS Management Al Yes Allow
(@)DFs Management (WMI-Ir) DFS Management Al Yes Alow
@ oistributed Transaction Coordinator (RPC) Distributed Transaction Coordi... Al No Allow
@ Distributed Transaction Coordinator (RPCEP... Distributed Transaction Coordi... Al Mo Alow
istributed Transaction Coordinator (TCP-In)  Distributed Transaction Coordi... Al ] Allow
@ File and Printer Sharing (Echo Request - 1CM... File and Printer Sharing Al Mo Alow
@File and Printer Sharing (Echo Request - 1CM... File and Printer Sharing Al Mo Allow
@ File and Printer Sharing (LLMNR-UDP-In) File and Printer Sharing Al No Allow
@ File and Printer Sharing (NB-Datsgram-In) File and Printer Sharing Al Mo Alow

T E—

o

Fiter by Profie
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40. Click New rule

* New Inbound Rule Wizard

Axxess

Identification

Rule Type
Select the type of firewall rule to create.

¢ & & & &

41. In Rule Type wizard select Port and click next
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* New Inbound Rule Wizard

Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:

@ Rule Type

« Protocol and Ports
@ Action

@ Profile

@ Name

Does this rule apply to TCP or UDP?

& ICP
& UDP

Does this rule apply to all local ports or specific local ports?

" Al local ports
' Specific local ports:

Leam more about protocol and ports

AXxess

Identification

J50000
Example: 80, 443, 50005010

< Back

Next =

Cancel |

42. In the protocol and port number, enter UDP or TCP and the port number. There are a

number of port numbers to be added, in the screen shot UDP has been selected and port
50000. Refer to the table for protocol and port numbers (these will be added one at a time)

Protocol Port Number Title Description
UDP 50000 UDP50000 Environment
UDP 50010 UDP50010 Client
UDP 50011 UDP50011 Client
UDP 50012 UDP50012 Alarm Module
UDP 50013 UDP50013 Alarm Module
UDP 1818 UDP1818 Comms
UDP 4848 UDP4848 Comms
TCP 4782 TCP4782 AX Enterprise
TCP 50050 TCP50050 Dual redundancy
TCP 50505 TCP50505 Comms I-Box
TCP 4783 TCP4783 AX Enterprise

43. Click Next

AXEnterprise Installation and user guide Dec 2013
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* Mew Inbound Rule Wizard
Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

44. Confirm the action as allow connection. Click Next

* New Inbound Rule Wizard

Profile
Specify the profiles for which this rule applies.

45. Under Profile confirm Domain, Private, and public are selected. Click Next
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uredl Rule Wizard il
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Sieps:
@ Fula Tge
@ Prolocol anz Pads
@ Faien
& i ki
MHETED
@ b
Leorod on Bazbonall

ek [ B | ees |

46. Specify the description to match the port number and protocol — Example UDP50000

47. Click finish
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48. The Rule will now appear in the Rule list.
49. Repeat this procedure until all Rules are added.
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AX Enterprise

* windows Firewall with Advanced Security

fle Acton Vew Hep

=lolx|

AXxess

Identification

= 2@l=HE
3 Inbound Rules
3 Outbound Rules
2 Connection Security Rules
&, Monitoring

1 0

|AX200 Access Control System

|AX200 Access Control System

BranchCache Content Retrieval (HTTP-In)
(@ BranchCache Hosted Cache Server (HTTR-In)
BranchCache Peer Discovery (WSD-In)
COM + Network Access (DCOM-In)

BranchCache - Content Retrie.
BranchCache - Hosted Cache ...
BranchCache - Peer Discovery...
COM+ Network Access

@c (OCOM-In)

(@ core Networking - Destination Unreachable ..
(@ Core Networking - Dynamic Host Configurati...
(@ core Networking - Dynamic Host Configurati...
(@ core Networking - Intemet Group Managem.
(@ Core Networking - IPHTTPS {TCP-In)
(@ core Networking - IPvé (IPvé-In)
(@ core Networking - Multicast Listener Done {1...
Core Networking - Multicast Listener Query (..
(@ core Networking - Multicast Listener Report ...
(@ core Networking - Multicast Listener Report ...
(@ Core Networking - Neighbor Discovery Adve.
(@ core Networking - Neighbor Discovery Solidt...
(@ core Networking - Packet Toa Big (ICMPv6-In)
(@ core Networking - Parameter Problem (ICMP..
(@ care Networking - Router Advertisement (IC.
(@ core Networking - Router Soliitation (ICMP...
(@ core Networking - Teredo (UDP-In)
(@ Care Networking - Time Exceeded (ICMPv6-In)
(@ 0DFSs Management (DCOM-In)
@ 0Fs Management (sMB-In)
(@DFS Management (TCP-In)
(@ DFs Management (WMI-In)
<

(@ Core Networking - Destination Unreachable (...

c

Core Networking

Core Networking

Care Netwarking

Core Networking

Core Netwarking

Core Networking

Core Networking

Core Netwarking

Core Networking

Care Netwarking

Core Networking

Core Netwaorking

Care Netwarking

Core Networking

Core Netwarking

Care Netwarking

Core Networking

Core Netwarking

Care Netwarking

DFS Management
DFS Management
DFS Management
DFS Management

Al

Domain
Domain
Al
All
All
Al
All
All
Al

& wind REEEEEEEY 1nbound Rules | Actions
lGow __________[Profie [ Enabled [ Acton ]+

W3 NewRule...
¥ Fiter by Profile
W Filter by State
¥ Fiter by Group
View

Refrech

Export List...

BB

Help

# Disable Rule
& cut

5= Copy

K Delete
Help

vy v v

50. Exit the Firewall.

Configuring 1IS 7

Installation

This applies to, Windows 7. Please follow the instructions below.

Windows 7

Please do not install the AX200 or the AX Enterprise. You will be prompted later in this document

To Install IS 7

You must be a member of the Administrators group to install IS 7.

1. Click Start and then click Control Panel.

2. In Control Panel, click Programs and Features and then click Turn Windows features on or off,

found on the left hand column.

correct tick boxes are ticked.

AXEnterprise Installation and user guide Dec 2013
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o

Windows Features

Turn Windows features on or off

(o] O]
(2]

To turn a feature on, select its check box. To turn a feature off, clear itz check
box, A filled box means that only part of the feature is turned on.

. Internet Explorer 9

g [\ M Internet Information Services

[l ., FTP Server
= @ | Web Management Teols

) IS Management Conscle

[C] 1 IS Managernent Service
=R L World Wide Web Services

[ ) Cemmaeon HTTP Features
] ., Health and Diagnostics
[E | Performance Features
[ | Security

[C] | OS& Management Compatibility

[C] 1 IS Management Scripts and Tools

[@ || Application Developrment Features

[] 1 Internet Information Services Hostable Web Core

m

i

Ok ] [ Cancel

AXxxpss

Identification
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For AX Enterprise please check ASP and ISAPI Extension are ticked and installed.

4. After checking the correct boxes are ticked, now click OK. Installing of IS will begin.

Windows Features EI

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box, A filled box means that only part of the feature is turned on.

[T] 1 FTP Server

= [ ). Werld Wide Web Services
= [@ |, Application Development Features
. MET Extensibility
ASP
. ASPMET
J Cal
J ISAPI Extensions
. ISAPI Filters
Allow ISAPI filters to modify Web server behavior ]
ommon HTTP Features
. Default Document
. Directory Browsing
., HTTP Errors
[C11) HTTP Redirection
. Static Content
[} WebDAV Publishing
= [E || Health and Diagnostics
. Custem Logging
. HTTP Legging
. Legging Tools
. ODBC Logging
J Request Monitor
[T 1} Tracing
= [ || Performance Features

M

= [

7] 1} Dynamic Content Compression
| Static Content Compress
[ | Security

=1 Tt + Tk, i IS Loctalnle 1ok

SN[ F¥ Internet Information Services -

[ | Web Management Tools L

m

Windows Features

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its
check box. Afilled box means that only part of the feature is turned on.

= W (8 Internet Information Services -

[l . FTP Server

[ |, Web Management Tools il
= [0 ) World Wide Web Services ‘ ‘

@) H extensions.
K

[ ) A Installs the IS 7.0 Warld Wide Web Services. Provides s1
[ J. C] sites and optional support for ASP.MET, Classic ASP,

an

[ . Performance Features
= @ | Security
[[] }) Basic Authentication
) Client Certificate Mapping Authentication
, Digest Authentication
J 115 Client Certificate Mapping Authentication
) IP Security
J Request Filtering

. URL Authorizaticn

ooEoooO

. Windows Authentication
[C] 1. Internet Information Services Hostable Web Core

. Media Features -
[ QK %[ Cancel ]
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5. Afterinstalling IIS. Please check to see if 1IS is working, to do this by typing http://localhost to Internet
Explorer, the screen below should appear. Now close the Internet Explorer when finished.

e o X ]
m-htta lecslhost’ p—:é G—;‘lrfﬂ.{?&; 7 k-.-.;\‘
_x[y fizt

fi~ B -0 @ = Page~ Seety> Tock~ @~ @ 8

[1S

internet infarmation senln:es

6. Run setup.exe of AX200 this is located in theAX200 installation folder.

7. Run setup.exe of AX Enterprise this is located in the AX Enterprise installation folder.

8. Run Upload.exe (application) located in the Installation folder of the AX Enterprise, under Upload —
Upload.exe (An ‘Error registering COM+ Application’ will appear if you have installed the Run Upload

before).

9. Go to Control panel-Administrative tools-1IS Manager. Select Add Virtual directory by right click on the
default web site.
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(G @ s » %o v Ddukmessoe o
Fle  Viow  Hdp
- 0 Default Web Site Home
« 5 RMANHE Surar-HT Sur o - - —-
2 2ppscation Posk il IR RN LGRS e 2 X
¢ 8 e &
P Cotwat Web Ste = - Iy T —
& B g ™ 58 & =
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o
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Caching  Fhwing
Masage Web Se .
8 Feben
X Femeve
Ferame
15 Swichto Costent View
‘. 5 b Features Ve | Cantent Ve
Recdy

Féit Ste

AXxxpss
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10. Enter Alias as: AXEnterprise. Enter the Physical path to Card manage directory
Note: This may be c:\programfiles(x86)\cardmanage

Site name:

Add Virtual Directory

Alias:

Default Web Site
Path: /

1

AXEnterprise
Example: images

Bhysical path:

Ch\Program Files\CardManage

Pass-through authentication

Lonnect as... l l Test Settings... ]

L]

ok ||

Cancel

11. Click ‘Connect as’ and ensure application user pass though authentication is selected.

12. Then click OK and click ok in Add Virtual Directory.
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13. This will connect the user IUSR for 1IS user. The IUSR account replaces the IUSR_Machine Name
account in IIS. Close IIS Manager.

14. Now browse to the AX200 folder directory and right click and go to the properties of the AX200 folder.
Now go to the security tab and add the user [IUSR and set to full control. To add the user click edit, now

click add on the permissions screen. Click on the Advanced.

Everyone (Full Control)
IIS_IUSRS (Full Control)
Network (Full Control)

Network Service (Full Control)
Users (Full Control) (Normally already added but needs to be set to full control)
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. AX200 Properties

General | Sharing | Security | Previous Versions Custnmize|

GI'CILIFI ar user names:

Object name:  C:\Program Files®AX200

8% CREATOR OWNER
B2, 5YSTEM

B2 1 oo Tasteanadllindst | losrnl

.Q:E.-’ldministmtnrs (TestserveriindoAdministrators)

' i

To change permissions, click Edit.

|/ Permissions for AX200

Security

GI'CILID Qr User Nnames.

Object name:  C:\Program Files"Ax200

8% CREATOR OWNER
82 5YSTEM

51) [Uszers (Testserver\Vindo"|zsers)
82, Trustedlnstaller

.Egﬁdministlatcurs (Testzerver'Windo " Administrators)

Add... ][ Remove ]

=] o Lo CDDATOD

Select Users or Groups

Select this object type:
IUsers, Groups, or Builtin security principals
From this location:

TESTSERVERWINDO

Enterthe object names to select [zxamples):

Locations...

_— r

Check Mames

-l

OK || caneal |

-

Note: Please check the location. This should be set as your PC Name.

AXxxpss

Identification

15. The screen below will appear when clicked on advanced button, then press Find Now, highlight IUSR

in the list and click ‘OK’.
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"

Select Users or Groups

B2 ==
Select this object type:
Users, Groups, or Built4in security principals
From this location:
Common Queries
Mame: Starts with e
Deescription: | Starts with
[Disabled accounts Stop

MNon expirng password

Dayz since last lagan:

¥

Search results: oK ” Cancel ]

Name (RDN) In Folder i

42 Distibuted .. DEMO-PC
42 Evert Log Re... DEMO-PC

% Everyone i
2 Guest DEMO-FC !
M2 Guests DEMO-PC r
B2 115_IUSRS DEMO-FC

M2 INTERACTIVE

M |0CAL SERV..

Select Users or Groups

Select this object type:

Isers, Groups, or Builtin security principals Object Types...

From this location:

TESTSERVERWINDO

Erterthe object names to select (examples):
IUSH

Check Mames

o) [(Goea )

16. Click OK and it will now be added to the User Names in the Properties Screen, set IUSR as full control.
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X

Security I
Object name:  C:\Program Files (x86)\AX200

Group or user names:

%2 CREATOR OWNER

2 SYSTEM

52, Administrators (WIN-455KUW6YSMM\Administrators)
82 Users (WIN-45SKUWEYIMM\Users)

82 Trustedinstaller

Pemissions for Users Allow Deny

Full control

L\ Modfy
Read & execute
List folder contents
Read

Leam about access control and pemmissions

K | Concd | op /

17. To change the users to full control, go to the Permission screen and highlight the user and tick the box

18.

marked Full Control and click Apply. As shown above.
Do this to both AX200 and Card manage folders Properties.
Repeat steps 14 to 17 on the Card Manage folder

Now go to control panel ---administrative tools—Open 1IS manager. Expand Sites node—click on AX
Enterprise mode---on the right pane double click on ASP icon. Expand Limit Properties node---Change
the value of Maximum Requesting Entity Body limit from 200000 to 1073741824. Move the cursor from

that field and click apply.
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& Internet Information Services (IS) Manager [E=E[E=E ==
6@)‘ Aj » TESTSERVERWIMDO » GSites » Default Web Site » AXEnterprise » |m 2 ﬁ ®v

File View Help

Connections .
— o Asp
a W_ﬂ THE.'S'.[SERTJEP.\“.'INDO (Testsery Display:  Friendly Names .
i E .;f:[hcatmn Paols B T @ }:15\[:
4§ Defoult Web Site Code Page 0 Onlinzhig
[ aspnet_client Enable Euffering True
b 4571 AXEnterprise Enzble Chunked Encoding True
Enable HTML Fallback True
Enable Parent Paths Falze
B < Prope
Client Connection Test Interval 00:00:03
Maximum Requesting Entity Body Limit 1073741824
Queue Length 3000
Request Queue Time-cut 00:00:00
Response Buffering Limit 4194304
Seript Time-ou 00:01:30
T Processer Limit 25
o
7| Restart On Config Change True
El Compilation
Debugging Properties
Script Language VBScript

/ B Services
Caching Propertics

Com Plus Properties

Session Properties

19. Repeat on Default website and the PC. Move the cursor from that field and click apply

wﬁ Internet Information Services (IS} Manager Ii“i“ﬂ
% [@ » TESTSERVERWINDO » Sites » Default eb Site » | @ -

File View Help

Connections

—~ 0 ASP

(= VERW
> 4 TESTSERVERWINDO (Testseny | Friendly Nemes .

1} Application Pools

4 [8] Sites B Behavior ph
» 4 Default Web Site Code Page o Onincl e
Enable Buffering True
Enable Chunked Enceding True
Enable HTML Fallback True
Enable Parent Paths False
B Limits Properties
Client Connection Test Interval 00:00:03
Maximum Requesting Entity Body Limit 1073741824
Queue Length 3000
Request Queue Time-out 00:00:00
Response Buffering Liry 4194304
Script Time_g 00:01:20
Thsew®s Per Processor Limit 25
L~ LocaleID 0
Restart On Config Change True
B Compilation

=

Debugging Properties

Script Language VBScript
Services

Caching Properties

HE O

Com Plus Properties

=

Session Properties

20. Applicable on Windows 7 64 bit only:

You have to set the application pool to 32 bit as enterprise uses 32 bit dlls. To do that
Go to 11S-->Click on Application pool
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Internet Information Services (I15) Manager

=18]|
@_@ [J» WREXSECO: » Applation Poos RSO
File View Help
S @9 Application Pools
\e:' i | 4 m: i! PP ,; Add Application Poal,
------ : Start Page Set Application PoolDefauls. .
E gﬂ W 01 (WREX-SECO stal) This page lets you view and manage the list of application pools on the server, Application paols are S A
. associated with worker processes, contain one or more appications, and provide isolation among different @ Hel
‘ "' Application Pools applications. p
B _| Sites Online Help
£ Defaut Web Site Fiter: +| 6o~ (5yhow Al | Growpby: o Grauping v
-] App Data Name [ status | NETFrame... | Managed inel... | tdenity Appliatior
B aspret dent () Classic NET App... Started 20 Clssic AgpcatiorPoolden... 0
Bl .| AXZ00Enterprise IDefaltipppool  Started 20 Integrated ApplicationPoolden,., 1

- Content View

Ready

9

On the Action panel on the right hand side of the screen, select Set Application Pool Defaults, change Enable
32-Bit Application to True, and set the Identity to NetworkServices.by clicking on the text box
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"E Internet Information Services (IIS) Manager — 18] x|
@E)\ [ 2} v WREXSECOL b Application Pacls J @ s @ -
File view Help
. ¢ Application Pool Defaults e |
@--d|F e | posication P
'{‘:j Start Page T E (General) 241 Set Application Pool Defaults...
185 WREX-SECO1 (WREX-SECO 1ynstall) N \NET Framework Version v2.0 I o
[ ass different @ Help
Application Pools apc Enable 32-Bit Applications True
=18l Sites ) Managed Pipeline Mode Integrated Oniine Help
= 0 thult Web Site il Queue Length 1000 -
B[] App_Data Na Start Automatically True = | [ applicatior
[#-[_| aspnet_dlient =1 = cPu )
¥]- [+ AX200Enterprise = I
el a Limit 0 1
Limit Action MNoAction
Limit Interval {minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295 /—
= Process Model L
Identity ApplicationPoolldentiy—
Idle Time-out {minutes) 20
Load User Profile False
Maximum Worker Processes 1
21. Then selecting NetworkService from the dropdown menu.
Application Pool Identity
@ Built-in account:
i MetworkService - ]
_ LocalService
L) 1LocalSystem
ApplicationPoclldentity e
[ QK ] I Cancel l

22. Now can you copy the file ‘Global.asa’ from the C:\Program Files\Card manage and copy it into the

directory, C:\inetpub\wwwroot. Now Restart the IIS to take effect.

23. Start AX200 and AX Enterprise, this will create files, then go to the Card manage folder, Click the
Compatibility files, there should be 3 files in there, copy them to Card manage folder.

'@_,-Qﬂ . ¥ Computer » Local Disk (C:) » Program Files » CardManage »

Oiganize =

Cornpatibility fi Mew falder

28:/09/2011 0F:55

[nclude in libsary = Share with = Bum
e Favorites Harme - Date _[ ?.:2:1::: compatibility files for this I ]
B Desktop L icon 08,12/2011 10:59 File folder
& Downloads . iconsEuDack 08,12/2011 10-58 File folder
=, Recent Places L images File folder

24. Once this is complete you, start the AX200 software, and set the IP settings up, by going to Access
point/Device Manger /PC Server. Now start the Card manage, found on the Desktop as a global icon
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Note: Ensure the PC has a Static IP address.

The screen below will appear, set the AX200 Server IP to the IP you set in the AX200, and the AX200 folder
path, to the path where the AX200 is stored. Click start.

If this screen does not appear, you can find it in the bottom right hand corner, click on the & icon and it will
appear.

s AXEnterprise o | m] |

192.168.16. 34 C:AProgram Files [#86]1%:200

| R wing 4

Note: If you have not yet got a license key it will show here.

25. Now start Internet Explorer, type your http site in e.g.
26. http:// ... |AXEnterprise. The Login page should appear

27. Next you need to Enable the Active X controls on Internet Explorer, go to the Internet option- Security
Tab —Trusted sites - Custom Level button:
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Enable Allow previously unused ActiveX controls to run without prompt

Enable Allow Scriptlets

Enable Automatic, prompting for ActiveX controls

Enable Binary and scripts behaviours

Enable Display video and animations on a webpage that does not use external media player
Enable Download signed and unsigned. ActiveX controls

Enable Initialize and script ActiveX controls not marked as safe for scripting

Enable Only allow approved domains to use ActiveX without prompt

Enable run ActiveX controls and plug-ins

Enable Script Active controls marked safe for scripting

Security Settings - Trusted Sites Zone @

Settings

|@] ActiveX controls and plug-ins -
\ || Allow previously unused ActiveX controls to run without pron
) Disable
\ Enable a
@] Allow Scriptiets
) Disable
@ Enable
@ Prompt
|@] Automatic prompting for ActiveX controls
() Disable
@ Enable
|@| Binary and script behaviors
©) Administrator approved
) Disable
) Enable

@

4| Nicnlzaw vidan snd snimstinn an s wshnana Hhiat dece Ant oce

4| n 3

*Takes effect after vou restart Internet Explarer

Reset custom settings

RBesst o [Medium (default) "] [ Reset.., ]

[ QK ] [ Cancel ]
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Security Settings - Trusted Sites Zone

Settings

=5

|@] Only allow approved domains to use Activel without prompt |7
{© Disable '
@ Enable

|#@] Run ActiveX controls and plug-ins

() Administrator approved

) W |:_:| I:a:l |:_:||
oo
»mo
[= ] a
=3~ ]
T

|#| Script ActiveX controls marked safe for scripting™
() Disable
Enable
@ Prompt
,5-3 Downloads
,5-3 Automatic prompting for file downloads
() Disable

(@ Eemzhla E

4 | i | 3

*Takes effect after you restart Internet Explorer

Reset custom settings

Reset to: [Medium (default) "] [ Reset... ]

[ OK ] [ Cancel

)

After the above changes click OK

AXxess

Identification

28. In the Internet Options screen select the Advanced Tab. Find Multimedia and Tick Play animation in
webpages. Please note this applies only to Internet Explorer 9

AXEnterprise Installation and user guide Dec 2013

75



www.axxessid.com

Web Server Guide

-
Internet Options

(9 o]

| General I Security I Privacy | Content | Connections | Programs | Advanced [

I Settings

[ Always show encoded addresses
Send IDM server nameas

Send UTF-8 URLs

Use UTF-3 for mailto links
dg Multimedia
Enable alternative codecs in HTMLS media
Enable automatic image resizing
Play animations in webpages™*
Flay sounds in webpages
[ show image download placeholders
Show pictures

£, security
1| 1 |

[7] send IDN server names for Intranet addresses

Show Motification bar for encoded addresses

elements™

|

*Takes effect after you restart Internat Explorer

’ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition,

‘fou should only use this if your browser is in an unusable state.

[ OK ] [ Cancel

Apply

Click OK. Now restart Internet Explorer.

AXxxpss
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29. When using the AX Enterprise either on Server or as a Client, you need to add it to the trusted sites.
You can do this by going to the Internet Options - Security Tab — Trusted Sites — ‘Sites’ Button.

Internet Options

| General | Security | Privacy I Content | Connections I Programs I Advanced|

}E&s@e to view or change security settings.

Restricted
sites

trust not to damage your computer or
your files.
You have websites in this zane,

Security level for this zone

Trusted sites
This zone contains websites that you
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30. Type in your IP address and click Add and close, (the IP Address should already be filled in, if you are
on your AX Enterprise screen).

-

Trusted sites @

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:

http://192.165.16.10| Add
Websites:

http:ff172.16.10.10 - Remove

http: /122,168, 1.1 (o

http://192, 168, 16,10
http://192. 168. 16.28

Lit_ . l4amm 4em 40 =il

[ require server verification (https:) for all sites in this zone

Close

31. Next Open Internet Explorer and select Tools and Internet Options. Please note steps 31 to 33 apply
only to Internet Explorer 9.

S
G 4 mancem Trdsl&ures GE&doe= (BAnstd &pe= UPSLA Pt P~ B O X %l"‘_’”‘.}lwutmnlcz.hu. s -
o i ':j"' A Fet ,
Choose —ACATITR Fhe ,
your box! B m £182,098.40 Zocm (1O0%) ,
P R L idn £454,766  JoneV won £217,103  Merk D won £194,023  Adrin Twon £193,088 Setety ?
MSN UK y34r Socmepase Blute 75 WFukww Viscore View dowrdeads Cirl=)
» ) ! thegeeng | A whebaateatde Mansge ads-zr
X FL2 develcper tock
\' [ B S
msn™ L Internet . 1 Gosepnredstes
Options Ftemet ot
NEWS  SPORT  ENTERTAINMENT LFESTYLE CARS VIDED PHOTOS LRSS Atost lreene Eqione
rpatisens aingy oBay horoscope e y owobie  money ocaks | e 2 o2
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32. In the General Tab, click Settings in Browse History.

Internet Options -

General |5EE|..IFit5|' | Privacy | Content | Connections | Programs | .ﬁ.dvanr_edl

Home page

To create home page tabs, type each address on its own line,

|=

[ LIse current H |Jze default ” |Jse blank

Browsing history

@ Delete temporary files, histor Setti asswords,
L ,-I and web form information. ettings
[ Delete browsing history on exit
Delete... ] ettings ]
Search
p Change search defaults.
Tabs
_I_:' Change how webpages are displayed in
tabs.
Appearance
[ Colors ] [ Languages ] [ Fonts ] [ Accessibility ]

| QK ” Cancel ] Apply

-
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33. Then select the ‘Every time | visit the webpage button’

e

Ternporary Internet Files and History Settings

Temporary Internet Files

Internet Explorer stores copies of webpages, images, and media
for faster wiewing later.

Check for newer versions of stored pages:
(@) Every time I visit the webpage!
() Every time I start Internet Explorer

(™) Automatically
() Mever

Disk space to use (5-1024MB) 250 |
{Recommended: 50-250MB)

Current location:

C:Wsers\Richard\AppData'LocalMicrosoft\Windows\Tempaorary
Internet Files!,

[ Maove folder... ][ Yiew objects ][ View files

History

Spedify how many days Internet Explorer should save the list
of websites you have visited.

Days to keep pages in history: 0 =

=

Cancel

Lo J|

Then Click OK. Finally click OK to close Internet Options.

Setting up the Firewall to allow the AX Enterprise to communicate

Go to the Control Panel and click on Windows Firewall.

|

= Indezxing Opticns ¥ Internet Dations

EN Locstion and Tther Sensors " Ilail
5E Metwork and Shaning Center B Metification Ares loons

M Feformance Infarmation and Toals H Personalizztion

:'a Powwer Options

& Regran and Language

Bl Frograms and Festures

3 Femotetpp and Desklop Connect

kb Speech Becognition @ Syme Certer
wll T2skbar 2nd Start Menu [ Troubleshaating
J'l:. Windows Anytima Upgrade Eﬂ Windows CardSpace
> i Windows Firevall B windows Update
W ind ot Frevwa
e lirewall securily oplions o help
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Now go to ‘Allow a program or feature through Windows Firewall’.

(o

@Qv!‘ » Control Panel » All

Control Panel Home

S Aliow 2 program or feature
through Windows Firewall

# Change notification settings

® Turn Windows Firewall on or
off

#) Restore defaults
& Advanced settings

Troubleshoot my network

Find World Wide Web Services (HTTP) and tick the Home/Work (Private) box and Public Box. Click OK and
close the control panel screens.

o[- ]

@_(j)vlﬂ <« All Control Panel Items » Windows Firewall » Allowed Programs - | g | | Search Control Pane! 2 |

Allow programs to communicate through Windows Firewall

Te add, change, or remove allowed programs and ports, click Change settings,

What are the risks of allowing a program to communicate? #) Change settings

Allowed programs and features:

Mame Home/Wark (Private]  Public =

Teamviewer Remote Control Service

OWindows Collaberation Computer Mame Registration Service
O'Windows Firewall Remote Management

O'Windows Management Instrumentation (WMI)

OwWindows Media P layer

\ O Windows Media Player Metwork Sharing Service

OWindows Media Player Metwork Sharing Service (Internet)
O'Windows Peer te Peer Collaboration Foundatien

O Windows Remote Mana gement
O Wireless Portable Devices

World Wide Web Services (HTTP)

a
| d
a d
| d
a d
| d
a |
| d
a d
| d

m

=
Q)

’ Allew another program,

Cancel ]
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Now the AX Enterprise can communicate through the Firewall.

Setting up AX Enterprise to work with Internet Explorer
Versions 10 and 11

AX Enterprise is fully compatible with Internet Explorer (IE) versions 8 and 9, and no further action needs to be
taken.

To run AX Enterprise fully on |IE versions 10 and 11, the URL needs to be added to ‘Compatibility View’, under
‘Tools’, as shown in the screenshot below.

Click the Tools icon, shown in dark blue, to reveal the menu, ‘Compatibility View Setup’ is shown in the list. Add
the AX Enterprise URL LocalHost/AXEnterprise

Windows 8.0 supports IE 10 and Windows 8.1 supports |IE 11

Note: AX Enterprise will not run on IE Metro style, only on desktop style. The user has to swith to desktop
style in Windows 8.

a(@lh hitg://local prise/main.aspluser=1 £ - ¢ | msgac News-Home{@TheWebSocm oo | OV AXENTERPRISE % | | {nr 5o7 BE
X Find: | smaller form factor \ Previous Next |@ Options v | Print >
Bhhetin) bl — File >
v o —
]Welcome User:1 E 3 8¢ @ 6’ m: H. . @@ Zoom (100%) ’
AXE : Safety >
Add site to Start menu
View downloads Ctrl+)

Manage add-ons
F12 Developer Tools
Go to pinned sites
Compatibility View settings
Internet options

About Internet Explorer

This screenshot shows AX Enterprise being used with IE 11 on Windows 7.
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How to setup the License Key for the AX Enterprise/AX200

There are two ways you can setup the license key into the AX Enterprise/AX200 Software.
1 By adongle(USB Stick)
2 Adding a License key file to the Card Manage Folder

To find out if the software is running in Demo mode, bring up the WEB-IBOX screen. At the top of the Screen it
will say WEB-IBOX-DEMO, this is running in Demo mode. To activate the AX Enterprise you are going to have
to contact Axxess ID with the ‘Serial number:” and the details of the purchase order. To find the Serial Number,
it will be located at the bottom of the WEB IBOX screen, circled in red.

You can see this by starting up the WEB IBOX.

K.ey mizzing[Running az demi]. Senial no: -21 355355@

1. USB Dongle

The USB dongle can be used with any PC with USB connection. This is setup by inserting the USB stick with
the license Key. When the AX Enterprise is started it will look at the USB dongle.

2. Adding a License key file to the Card Manage Folder

Adding a License Key file to the Card Manage folder can be used with any PC, it is normally used with Virtual
Sever as Virtual Servers don’t support USB Devices.

You will be sent the License file electronically. Copy the file called license.txt to the software folder (Default
C:\Program Files\Card Manage) then restart the software. On a 64bit platform the default path is C:\Program
files x86\CardManage. Please ensure you have written permission.
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Note: Please keep a copy of the license key on your PC in a secure directory. Installing the AX
Enterprise/AX200 software onto another PC, will require a new License Key. You will need to contact Axxess
ID to arrange a new Serial no. Please allow 24 hours for us to setup a new License key.

Demo Mode
Running as Demo mode only lasts for 8 hours, a 'Trial period over’ message will appear and the WEB IBOX will
have to be restarted. The message is shown below.

| 7 AX Enterpise - Microsoft Internet Explorer

Fle Edt View Favories Tools -ﬂelp

Qe+ O - 1) @) ()] Poeach oons @] (0 W BB E

Address a http://192.168.100,100/Ax200enterprise/findex. asp

Welcome User:] [::

Trial period over

Note: You cannot copy the License Key from the dongle to the Card Manage folder, as the file setup is
different.
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Upgrading AX Enterprise
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When upgrading the Enterprise, we need to turn the AX200 and Card Manage software off. You also need to

turn 1S off of the Default Web Site.

To turn the IIS off please do the following:

Go to: Control Panel - All Control Panel Items - Administrative Tools
Double click ‘Internet Information Services (IIS) Manager

| bl = 2 b Comtrol Panal ¢ All Control Panel ezes » Adminestrative Tocls

Qrganize = B Jpen Burn
i Freontes Mamu
Bl Cesitop E‘r Component Services
W Cownlosds [P Computer Maragement

| Recenit Places E Drsta Sources (S008I0

(et Evers Vizver
wa Librerizs ﬁ [Mternet Informetion Serdces (03] Manager
| Dacurners fik, i sl Iritiartor
& Music [# Loce Securily Pulicy
&= Pictunes [f-_’:} Paformance Menitor
B videcs filme o Al WManagerent

[y Services
F System Conliguration

[} Task Scheduler

1 Compuer

ﬁ Lecal Dishe {C)

s FEempvable Disk (E)
BT Wimdows Memery Disgrostic
ﬂ dimcows PowerShell Modules

ﬁ Metvsurk

261072001 15:29
14,/07,2000 05:41

&7 200K

Shortout
Shiprtout
Shortout
Shortout
Shortout
Shortout
Shorloul
Shortout
Aerlioul
Shortout
shinrteiit

Jehortout

P o Firewall with Advanced Socurity

shirtout
Shortout

Shortout

Now expand the list of the PC, and go to Sites, and highlight the ‘Default Web site’.

2K3
AER
2K3
1K
2KB
1K3
2KB
2k8
2KE
2K
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2K3
AEE
2K3
Ef

5 oot Tnfarmatine Tenseme (T2 Hanager
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Click ‘Stop’ on the Left hand side of the screen. Now IIS is stopped.
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Now you can install the New AX Enterprise software. Click on the Setup.exe in the Software folder and follow

the Wizard thought the setup.

When the Software is installed successfully, you can now turn the IIS back on. Click Start on the IIS Screen.

" Intzmiet Infoemation Services (5 Manager -
@Lﬁ' €%+ TESTSERVERWTNCO » Sites b Defauk Vieh Site + |& =4 8-
Ele  Xiew Help
Cannecticng . Actions
- @ Defauit web Site Home
1) B Eploee
9 TETSEF'I'EP‘.I"'TJ:O"Frﬁmf'- Fiften » WG - EShowdll | Gmuphby: feea -E: i, T
- Applization Poels Edit i
o3l Stes ASPMET 2 A
= _ B . . n . /
o A Defeudt Wek See = i : = )
e 'i R ] “ |r L] B Basi Settire.. /
MET MET MET Emrar RET MNETProfle  .METRalss Vi
Sutherzak., Complstion Pages  Globabzstion '
(Y
g 94 = 1 ¥ =
154 = — b L e Manage Web §
MET Trust  (NET Users  Applicaben Connection Mlachine Key  Hages anc ¢ He
Levels Seltmgs Srngs Cantrak [
g & ALK
&J &b 1 J
E Web Site
freviders  Sessier State HWTP E-pazil B lr{-wse. i
IWSE s kip
i Advanced Seltings
e LW = Conligure
& i A =
o= % 8 ¢ o Fale Requess Tresing.
AR Lulknte,. Autaonzet., Cempresson Defaull Directury Lirnizs
Rules Dotumert  Browsrg B ﬂ ~
i = = £y, = LY Orline Help
@ & & 2 € » "
frorPages  Failes Handler HTTR HTTP 1P Bbedresz
Fequest Tra..  Kappings Redirect Respen...  and Domg.,.
- ~ | = i ot
o B = 4 » &
SAPTFiters  Loggrg  MIMETypes  Modules Cutput Fequest =
| = I " |3Faab,|5 View |. I+ Cornern View
F':hif %.::

You can now start the AX200 and AX Enterprise software.
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When you log on to the Web site you will be asked for your “User Name” and
“Password” the default setting is:

User Name 1
Password 1

Home Page

At the top of the screen you will see a menu Bar. This enables you to find your way around the web page.

Home Will allow you to come back to the main page
Build Site Allows you to upload floor plans
Cardholders Allows you to add and view cardholder details
System Settings Set up Timeouts and Passwords

Alarms/Transactions Shows Alarms and Transactions
Controller Allows you to manually open doors/set modes

Logout Will allow you to exit program so another account can be entered

In the centre pane of your screen is where your sites can be viewed as an overview.

Library

e
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Should one of the sites go into an alarm, you will be able to quickly see this, as a red line encapsulates the site
that has an alarm. Displaying as below:

Swindan

FIRE

o Fa

Controller Status & Control

Devices connected are highlighted and displayed; the door status shows in
real-time on the main screen. Doors can be controlled directly from the main
screen. Commands can only be given to controllers online and functionality

is greyed out if the controller is not available online to avoid any uncertainty. Access Point 1

Access Point2
Door open Opens the door for a set time e.g. 5 seconds
Normal mode Standard mode
Door unlocked Door permanently unlocked

Only cardholders with high security mode valid

High security mode will have access

Locks door for all cardholders, request to exit is

Deadlock still active. Please exercise care when using
the feature.

Clear alarm Door reset, door forced, door held open alarm

ol J[ Fses
Copn_
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High Security Mode (HSM)

This feature allows individual doors to be enabled where standard cards no longer have access. Only
cardholders with the high security mode set (HSM) have access whilst this feature is enabled. The HSM
feature can be switched on by using a card which has the “set high security” enabled, four times consecutively
at the reader. To change back to the normal mode use a card with the HSM feature four times consecutively.

Build Sites

Upload

An example floor image will be shown scroll down in till you see a “Browse” function. You are able to upload a
floor image of your office, building etc. and input the access doors and sensors when the floor plan is selected
press upload. Your floor plan will replace the example image. The “Browse” function will be replaced by a
“Save” Function this is so you may enter a title for the image. Once saved if you go back to the Home page
your floor image will be shown next to the example floor plans.

Note: The maximum floor plan size 800 x 700 pixels, adding images large then that will be resized by the
software and will look different to the original image. The image formats that can be used are jpeg, Gmp, bmp.

Doors and Sensors

Under different titles there will be these icons@@. Left click on the door or sensor icon on the floor plan.

~ = i G
1 I 7] o - (9 Fx -Jll
EI:]J E[:]J d:]l EI:::IJ Current Periodicals Staff Offices
5 e 142144
a a %
o o b g
O O

u
N
- Ao
s oS w £

0 [ EEo E
. .- ( . : * * E
D ™ Iy RamBucks
| GSD @ Elevafoy| £
Journal Stack “C”
- EEEE = 5 ournal Sta
- Service |m - l
— =)
4 Desk @ g e 1
ok [\
1036
Special Gollections Pastore Exhibit Hall

Reading Room

Staft @ - 1032
Skull and {} O
s=lF) Special
Beans — “[::]J Collections '
Coffee Bar L’_’_‘ and Archives
l I"."Ilalin Erlt'r-’.int:laz4 Entrance
(==

X Internet Access Jack
¢ yHeadphanes
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If you hold the mouse over either of the sensor or doors it will show the name of the icon, e.g Main Reception.

Doors

Right clicking on a door icon will bring up an option to open the door (Door open- Opens the door for a set time
e.g. 5 seconds).

Double clicking on the door icon will bring up the door status you are able to see what the current mode is .you
are also able to change the mode to the other three option on the page by selecting the suitable function.

Marme: Access Point 1

Area; Site: L||:|r.:|r1,-I ._1t.:|tu.= nnllnv.-_-

Lo

( urrv.:nt Mc-dr.: Maormal Mode
\ High Sec ched

Sensors

Double clicking on a sensor icon will show the sensor status. You are able to change the reading rate Time,
Reporting rate time, Storage rate time, whether or not the sensor is enabled the min and max temperature in
degrees Celsius and the humidity max and min.

Mame:Flood 2 Id: 1627394311 Enabled:

Reading rate:sec Reporting rate: ma:c
Flood

Store on
Report on change: Alarm on flood: Alarm on dry: ll change: M

e —

Edit
On the bottom of the floor image you will see “Back” which will take you to the home page, “Delete” which will

remove the floor plan and “Edit”’. Moving the mouse and clicking on Edit will bring up the floor image, know you
can drag and move the door and sensors icons to the corresponding door and sensors are in reality.
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Cardholder
Cardholder configuration consists of five elements

Main Settings
Other Info
Mode Settings
Personal Info
Vehicle Info

Adding new cardholders can be done from the main settings screen. The other tabs are for extra features and
additional database fields.

Main Settings

Card Number

Unique card number — maximum,10 digit number. This number excludes the facility and site code number
which is defined in card type.

If you change the card number to 0 (= no card), data can be left on the database in case the person requires a
card again or, if all the data is entered first and cards are issued at a later stage. This feature is specifically
useful for frequent visitors and contractors.

Imprint Number

If the number on the card is not the ‘true’ number in the card, then this printed number can be entered here.
Alternatively this field can be used for other data e.g. membership humbers etc.

- oo PR RSO F—— S ———
Main Samings BT e Sadtngs | Fasonal in ot Ik | R Indo |

FAvays Bpoass

QAFAR || amn | LERATE NFIFTF
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Employment

To indicate the type of cardholder, fields can be selected from the drop-down box or entered manually. When
entered manually it will ask for confirmation when you save the record and can be selected the next time from
the drop-down box.

Department
Select a department from the pop-up window, departments can be added or deleted as required.

Access Group

An access group is a collection of doors. When a group is selected, the cardholder will have access to the
doors assigned in the access group. Two groups are fixed and cannot be deleted — All and None. The group
all, automatically includes all the doors including those added by the device wizard. If the group none is
selected, the cardholder will not have access to any of the doors.

Card Type

If under System Settings, General Settings the Multiple Card Format is enabled, then this field can be used if
you require cards from other system to work as well.

A card type is the name given to the card format and facility code combined. It is recommended that you use
the card format wizard if you wish to add new card types.

Card Status

This field overrides all settings, if the card is set to: Destroyed, Inactive, Lost, Stolen or Suspended. The card
will not have access unless set to Active.

It is recommended that you use this field if a card is for instance stolen instead of deleting the whole cardholder
record. By using this method, you can always see at a later stage why the card was inactive.

Pin Code Group Authorization

1 to 6 numbers — the default setting is 4. _
This field is required if PIN Settings (found on the Access Point EE%';EE’
screen) is enabled and a keypad or reader with keypad is used. If

Operatar

a reader with PIN is selected, the card is presented to the reader
first followed by entry of the PIN code.
Password
The security levels, usernames and passwords may only be Current group access permissions
changed through the AX200 software for security Purposes. To _
change a user name, password or group you go to the AX200 Wigw Drly Edit
software and from the main screen you click on the security option. Sttt SR o 7
In the user option click on the “User settings” tab in this tab you will _ o a

‘ y o« " “ » . Cardholder Info: -v\.lf}"r -v\.lf}"'
see three buttons ‘new”, “Delete” and “Change Password” left click — vr vr
on the new button enter the Users name and a password into the e (Pt i i
allocated areas, click ok a message should appear asking for you iew Log; =

to enter a group.
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To see which group has the correct function go to the group authorisation screen tab there will be four options:

Admin
Engineer
Guest
Operator

By selecting one, you will see what authorisation they have. If none has the required access permission
needed, you can create your own group

Click on the new button enter a name into the field e.g. Technology press the OK button by double clicking on
the =icons turns them to ¥ icons. Once your preference are selected press save, you may now enter users
to this group

Admin

Adrin S ettings: :—?" =

With “Admin view only” the user gets access to the main screen and able to enter security to only change the
users personal Password

Admin Settings: :-?r"' {,?"
With “Admin view and edit” selected the user gets access to the main screen and able to enter security to add
and delete users and passwords the user is also able to add and remove groups.

Cardholder

Cardhalder Info: o (]
View only the user can view the “Cardholder Configuration” tab but may not add or edit information. There is

also access to “Access points”, “system setting” and “format & statistic” which the user may not add or edit.
The user may however edit “Environment”

Cardhalder Info: % o

The user still can view the “Main screen”, “Access points”, “system setting”, “format & statistic” and”
Environment” but with “Edit” ticked they may add and configure the cardholder configuration

Access points

Access Point: o (]
View only the user can view the “Main screen” and “Access point” tabs but may not add or edit information

Access Point: o o

The user can still view the “Main screen” and “Access point” but they may now add access points and input
information

Log
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Wiew Log; :V

When view log is selected you can view the reports and select any of the option to view the required
information appropriate dates.

Changing lcon Size on Floor plan of the AXEnterprise

There are two sizes of icons which can be used in the Floor plan of the AX Enterprise, Small and large Icons.
When first installing the AX Enterprise, the default size of the Icons will be the large icons. The changing of
icon size only works on V1.0.66 and above.

To change the size of the icons, you need to turn off both the AX200 and the AX Enterprise software. Now stop
the default web site on the IIS, to do this go to Control Panel\All Control Panel Items\Administrative Tools.
Double click on the ‘Internet Information Services (IIS) Manager.

[F=5 [Eol ==
P
I\JU <« All Control Panel Items » Administrative Tools - | g | | Search Administrative Tools pel |
Organize » [m=] Open Burn =~ O ':E}'
\ R - Name ’ Date modified Type
é]'» Component Services Shortcut
@ Computer Management Shortcut
| Recent Places Data Scurces (QDBC) Shortcut
@ Event Viewer Shortcut
= Libraries @i Internet Information Services (II5) Manager Shortcut
= Documents {8l iSCSIInitiator Shorteut
J“- Music E:g Local Security Policy Shortcut
=] Pictures |'§|:‘I Perfermance Monitor Shortcut
E Videos Ep Print Management Shortcut
i @l Services Shortcut

When the IIS Screen is up, stop the default web site by, expanding the left column to the screen below.
Highlight the default web site and click Stop on the Right hand column.
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G@ @ » TESTSIRAVERNIIZO b Sites v Detouh Vieb Ste b
Fle  Yiew Hep
2 @ vefault web site Home =
: 'i-gsli:.l?.:f ﬁi?mw fien - B850 - Ggshow )l | Group by: Arva - = ittt =
% Penm ASP.NET - B el
2 . o [ Oindings.,
M Defandt Vieks S = - =
" . 2 ¢ @ 2 &E © 15 fave S
HET MET METEmar  RET  NETPuwfle NETRaks Vicws Agpiicatios
Adgtheraat.. Cergldauen Fages  Glebaszien K i (O
e nue Kopls
”; 2 = =
.‘g,z é% ¥ l_g_rt_n w EEE Manage Web S ~
MET Trust NET Usere  Applicstion  Coanection Machine Koy Pages anc 2 Resiedt
Lowrds Sell ey Stregs Cantrak [
B & & k=
o Web§
Providers  Seszen State MTP L-rasil @ :r_v'!_.:; H-':‘e
i Addeani ot Seltings
A e £75) S AR Contigure
i o =
5.- ﬁ s ﬂ o '";-" Failzc Requezt Tracing..
Asp Autaontc.. Autaonaat.. Compresson  Dofault Lwecteny Lamrs
Rules Dozumert  Brewsrg @ Heir
e Lo Ovd
i E aﬂ ) - L‘ e Hidp

Now the software is turned off you can copy the necessary files.
h e |

@v“g « Local Disk (C:) » Program Files » CardManage » v |4¢ | | Search CardManage Jel |
Organize » [ Open Include in library = Share with = Burn Mew folder = - 0 e
S Favorites * MName B Date medified Type Size *

Bl Desktop L icon 23/12/2011 14:20 File folder
_ﬂ. Downloads L iconsEuDock 23/12/2011 14:20 File folder
(E_-:j Recent Places _Lu images 2371272011 14:23 File folder
L Install_guide 2371272011 14:20 File folder
[ Libraries E LU javascripts 23/12/2011 14:20 File folder
@ Documents | jscalendar 23/12/2011 14:20 File folder
&l Music i Largelcons 09/01,/2012 14:33 File folder
[&=] Pictures | photo 09/12/2011 08:40 File folder
B videos |\ PhotolDSetup 23/12/2011 14:20 File folder
i | j.| Smalllcons 2371272011 14:20 File folder
18 Computer | StyleSheet 2371272011 14:20 File folder
ﬂ Local Disk () L themes 23/12,/2011 14:20 File folder
\J UDPSetup 23/12/2011 14:20 File folder
€ Network S XML 23/12/2011 13:50 File folder
ﬂ!—‘ ACCH @ aCCEsS_BrEd 19,/08/2011 09:20 ASP File
1M AWHESS-PC Acl 26/10/2011 15:58 Windows Batch File
1% pEMOL (@ AddlFinar 081047009 12:56 ASP File 2
<M coon ) < 1 k
h Smalllcons Date modified: 23/12/2011 14:20
m File folder
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(oo ]
@_\ & . = Local Disk () » Program Files » CardManage » Smallloons - | g | Szarch Smallicons o |
Organize @ Open Slide shiow Primt E-rmiail Bum Iew falder = - [ ﬂ
i povre & @ w ®
B Desiaop Air Con green Aar con not Alarm.mng Alarm Azsiztsnce
# Downloads working
El Recent Places @ H" G h @
) oot cctvalanm crteoff Computer Alarm Enrrfig_urad ican
A Libraries —
% Documents ﬁ I\!} ﬁ i L ¥
o Music donr dacralert doarCffline Emergency fire
i P W ) El o
E Videos flaad floodalarm floodoff Green Cormputer Green kWh
.. a4 o 2 s »
: E:cmnuter Green Prirter Green UPS in 10_slarm io_aff
g Local Disk (C:) = = —
ked b & *] @
.i.:h Metwork io_om Ii'h Eletric light_al=mm.mng lightoff lighton
Alarm
M A - - = —
8 aeEss-ac w et ; v [
- Y lock ains mainsalarm mainsoff Medical
1™ DEMOL
Now paste them into the Program Files\CardManage\icon
@Ovl . &« Local Disk (C:) » Pregram Files » CardManage » icon - | ¢,| | Search ico
Organize « Include in library « Share with + Slide show Burn MNew folder = - O @
W Favorites B @ “ ' -
*
B Desktop pir piroff plusik Present PresentBlue
& Downloads
&l Recent Places - S . .
o Libraries |
@ D = PresentRed PresentVellow red-pushpin Reset
ccuments
J‘i Music
[&] Pictures
B videos sensor_alarm.mn sensorAlarm SENSCrgroup sensoroffline

el Computer
& Local Disk (C:)

‘.j Network
& ACCH
1 AHESS-PE
18 pEMOL
;-;J FORD
Bl coCml ARTAN

' 105 itermns

g

©
€

SMSicon

d

SMIMPzlarm.mng

smekealarm smokeoff

3

snmp a2larm snmp alarm.mng

SMMPAlarm

) ;o]

temp alarm.mng

m

-

A message should appear, like the one below. You need to select ‘Copy and Replace’.
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Copy File pcs

There is already a file with the same name in this location,
Click the file you want to keep

& Copy and Replace
Replace the file in the destination folder with the file you are copying:
Lij lighton.png
ighton (C Program Files\CardManage\Smalllcons)
Size: 1,38 KB
Date modified: 08,/07,/2011 15:20 (newer)

& Don't copy
Me files will be changed, Leave this file in the desbnation folden

lighton.png
lighton (ChProgram Filesh Cardidanagehicon)
Size: 4,27 KB |;|:|r5|qr]

Date medified: 0d/11/2010 17:13

3 Copy, but keep both files

The filz you are copying will be renamed "highton (2).prg’

Cancel

This will now replace all the large icons with the small icons.
Now you can start 1IS, go to Control Panel - All Control Panel Items - Administrative Tools. Click Start on the
right hand side column, shown below.
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m (@ » TESTERVRANDD » Sts » OfaultiebSte o

Gile  Wew  Help

LR L

o | 0 Default Web Site Home

ﬂ Explore
L] TETSRERAN Cescers - o - Eshowdll | Gruphy: S E- S Peressinn..
-,[ﬂ Lpplicetcr Pecls it Site
= ASPRET &
-l Sies v . = Bindings
1+ Afn) Defaukt ek Sibe = [ = it _; o
@ ‘3 ﬁ ? o= ¥ B sasic settings..
HET KET HET Errar MET METErcfie DET Roles Wiew Applications Vg
Autharizet., Complation Fagee  Glosalization

Wiew Wirtual Jirectenes

9 33 0L K E

= Manage Web Site

MET Trst DET Lsers Appliceion Connection Mechime Mey  Fages end ; Rastart
Lewels Sethings Skrings Zenbok B o5
p = | .
L a B g
® & [
. . . Browse Web Site
Providers  Sestion State SMTPE-mal } .
[B] 2emmse ™80 ibipl
&

Advanced Settings.,

2 d % 9 4B o

Failed Reguest Tracng.,
asp Awhertic.. Sutnorist.. Comprassen Defauk

Qirectory
Rulzs

airili
Document  Browirg

i Help
g amb
@ E ﬂ :@ #; l!' Online el
ErrerPeges  Faled Harvcler HTTF HTTR FAddress
Request Tra.. Mappings  Pedirect Fesoon..  enc Dome...

AN EEN

[aPIFiters  Loggrg  MIMETypes  Blocules Culaut

P F—— al E_qum'r.m.- L Cortent View
Ready
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To change back to the large icons, all you need to do is, copy all the icons from the large icon folder, which is
found under: Program Files - Card Manage - Large Icons.

Paste them into Program Files - Card Manage - Icon, remember to replace the icons in this folder.

Note: Before replacing the icons, close both AX200, AX Enterprise and stop IS, instructed above.

J B 45 iteras selacted
Skaw more cetals
Al

[
@',‘ @ o« LecalDek [O) » PregramFie: » Larchlanage » Largodcors -It', pl
Organze v 4 Lait Side show Fren E-mail Burn New folder v T ®
o Tacertas - { : | | ; T
M Cesctop |
& Uowwicads Al Assimanze = sevalam || ceteolt
2 Tecant Places ——— | ‘>
o Libranies L e — 1 . el -
B Dicurménis E decr deavelet doorlHLe Iryergency || fire =
o Musiz & % » g ‘
b Pcturcs | |
B v floed tlandalerm — ~ | rC_alem
= 1!
lad o |
&, Local DiskiC) ) |
e et ie on ight_alaramng ightoft | kghton
W Hetmork @ ) @ ‘
oo @ |
W ACESS-0 ok mans mansdam mnsott | Medeal
M 2OMeL £33 ( \
| CCRD ' \
ol anr e - || B
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Copy File | &2

There is already a file with the same name in this location,
Click the file you want to keep

& Copy and Replace
Replace the file in the destination folder with the file you are copying:
LJ..-:I lighton.png
ighton (C0Program Files\ CardiManagel Smalllcons)
Size: 1.38 KE
Date muodified: 08,/07,/2011 15:20 (newer)

& Don't copy
Mo files will be ;I13|1g:;|. Leawve this file in the destmation folden

lighton.png
9 lighton (C:\Program Filesh CardiManagehicon)
Size: 4,27 KB I|J-.rE|.-r.I

Date medified: 04/11/201017:13

2 Copy, but keep both files
The file you are copying will ke renamed "lighton (2).png’

| Cancel ]

Access Area Configuration

Access Areas are definitions or areas where users are not physically restricted access (by means of
banners/turn styles etc. but are not authorised) For example, Production staff are permitted in the production
area but not permitted into administration area. There is no physical restriction or access control between the
production area and administration area.

The Production area to the outside is protected by access control but once through into production the user is
able to access administration, anyone in the administration area can be checked on the system to indicate if
they are cleared for the administration area.

The access level name can be printed onto the card but does not show where the user is permitted, as this is
cross reference in access areas.

This type of feature is typically used in shopping/Retail outlets and Airports, where cleaners, cabin crew have
access to backstage areas, but are not permitted into baggage handling areas. Anyone found in an area that is
restricted can be checked to see if they are permitted.

Concerning Access Area can consist of one or multiple areas. In Cardholder on AX200 click the pull down
arrow under access area to define.
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Cardholder Configuration

Eile Wizards Tools

Cardholder Configuration

o o o

Main Settings DOther Infa Mode Settings | Eersonal Info Wehicle Info HF Irfa Adv. Settings

— Main Settings

Card Numher|1 2344 Imprintl Nicknamel
First Name|1 11 riddle Namel Sumamel
Initialsl Job Title I Employmentl ;_ I

Departmentl j Printable Name|1‘|1

Aocess Group |4l v|  CardType ID FC=15

Time Zane |A|Wa}l$ Access LI g emplate I General

Aocess areal g j Badge typel

Card Status IJ'-'«CU\"E vI 3 _:@:_ > @
FiN Codel Phata Add Wizard Replace Wizard Diagrinstic

Card Mumber | First M ame | tiddle Mame | Surmarne | Card Status
12344 111 Active
3445655 2222 Active
2345666 33333 Active
456788 4444 Active
389375 5 Active

Click Add, in the group name shown as a yellow box. Enter the group name such as cleaner.
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Access Area E\@

Accerz area [To add right click on Access Groups(Click Add to create group]
ares |

Group Configuration /
Group 1D
\Grnup Mame | <

Add | Delete | | Select Cloze |

Type in a name or category such as ‘Cleaner’.

Access Area EI @

Access area [To add right click on Access Groups(Click Add to create group)
area |

[] Access arsa

Group Configuration

Group 1D

Group Mame |Eleaner|

| | e | Cancel Select

Repeat this step for each category required.
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In the access area panel, right click on the access area tick box and select add.

HAecess Area

Access area [To add right click on Access
area |

You will be prompted to enter an area code. This is the definition or location code for this area and cannot be
changed once set. Enter a reference such as Sales Office.

¥ 4

Access area @
Enter area code

|5ales Cffics

This will create a fresh area in the access area table with a generic name such as area 1. Right click on this to
edit the name. Then rename this to reflect the area definition such as 1.

"

Access Area

Access area [To add right click on Access
area |

[[] Access area

Delete
Edi

Repeat these two steps to define more restricted areas, such as loading bay and 2.

¥ ~

HAccess area @
Enter area code

|Loading Bayl

Now define which groups are allowed in which areas. For Example the cleaner is permitted into sales office but
not the loading bay.
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@m:cess Area 1ol =l

Access area [To add right click on Access Groups(Click Add to create group)
area |

O Aceess area Cleaner

Group Configuration

Group |D I 37

Group Marme IEIeaner

Add | Delete I Save I Cancel Select [Cloze

Searching within AX Enterprise
In the AX Enterprise, when you click on the Search button on the Access Area, it shows all the access areas.

Now select which Access Area, to do this, tick the tick box on the left hand side, tick the boxes you want the
cardholder to have access to. Then Click the ‘Search’ button.

192.168.100.100 - Access Area - Microsoft Inker

|7 Sales Office 1

|-Loading Bay 2

The Search button will search for a group which has the specific access areas that you have selected.
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The Results will show at the top of screen.

7§ http://192.168.100.100 - Access Area - Microsoft InEEFRN

[T Sales Office 1
l_ Loading Bay bl

Card Printing

AX200 Software

When creating a Photo ID Template the specified field you have to add is Access Area.
Choose which Template you want to use.
To change the field in the Photo ID, click on Edit on the Photo ID Screen.

Click on the field you want to change and press the right-hand button on the mouse and click ‘Field’.

Cnhl.r/
Fiekd

Tt Alignment

Group F

Find the ‘Access Area’ Field and select it.

Ba How

wraese A5 C o el

P d pheass ol
+44 [0) 1 70 Fod 02 ward Bumber
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Once selected, press the button ‘Save’, located below the Template.

AX Enterprise

TR T e R T T = !

=
Main 5ettings

lechnical -

-

TimeZanz
Cianaral - m
Cleaner || Search

Now go to the AX Enterprise and go to the Cardholder icon at the top of the screen. Select a Cardholder and

select the Access area box e.g. Cleaner. Now click on .

Make sure you have selected the right Photo ID Template. You can change the Photo ID Template by choosing
a different template from the drop down box at the top of the Screen. Then press accept.

As you can see the Template has access area field on the Template and the Access group selected for that
Card holder.
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/2 Photo Id - Windows Internet Explorer

@\ﬁ; < [@] http:jj172.16.10. 10/AX200erterprise/photoid. asp? Tid=D&empid=9 d| |§| |§| |z| |[§ Bing

File Edit W¥iew Favorites Tools  Help

'i‘:? Favorites | {g ﬂ Suggested Sites @ | Web Slice Gallery ~

& Phato 1d i - BT

Printers Departmert

Cleaner | [ kb

Lauren
Frint Johnizon

Import

Twwain

Accept s BXXEESid.com

m If found please cal
A

+44 (071793 734 002 GATTE

On the client PC windows media player needed to be granted permission to play the sound - by default this is on.

If this feature is not enabled it will appear once as a pop up.
To manually enable this feature follow these instructions.
On Client PC running AX Enterprise

Setting up windows media player to play alarm sounds.

Select tools from the Internet explorer tool bar

e |

ALAL

Print 3
File 2
Zoom (100%) »
Safety 3
View downloads Ctrl+]

Manage add-ons
F12 developer tools

Go to pinned sites

Internet options
About Internet Explorer
acknowledge!

L dedoel

Select Internet options and then select the Programs Tab. Click on the Manage add-ons

General | Security Iﬁwacy | Caontent I Comecﬁonsl Programs |Advanoed|

Default web browser

@ Internet Explorer is the default web | Make default ‘
browser. o

) prise Installation and user guide Dec 2013
[Z)Tel me if Internet Explorer s not the default web browser.!

Manage add-ons

(A% Enable or disable browser add-ons Manage add-ons.

installed in your system.
HTML editing
Choose the program that you want Internet Explorer to use for

e Al o
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Wait for Manage Add-ons screen to load, select show ‘All Add-ons’ scroll dpwn and find windows
media player and click to enable.

Manage Add-ons

Add-on Types
@';}Iﬂulbars and Extensions
j:‘ Search Providers
@Ecceleratcrs

@ Tracking Protection

Shows

All add-ons

View and manage your Internet Explorer add-ons

MName

s

Windows Media Player

Microsoft Corporation

Version:
File date;
More information

12.0.7601.17514

Eind more toolbars and extensions...
Learn more about toolbars and extensions

Publisher Status Loadtime  Mavigat “
Office Document Cache Handler  Microsoft Corporation Disabled 0,035 (0.00 )
Windows Live ID Sign-in Helper ~ Microsoft Corporation Disabled 0,005 0.00¢)
Groove GFS Browser Helper Microsoft Corporation Dizabled
Bing Bar Microsoft Corporation Disabled 0,025 002s) —
Microsoft Office Template and .. Microseft Corporation Enabled E
AML DOM Document Microsoft Corporation Enabled 0
Windows Media Player Microsoft Corporation Disabled
AML DOM Decument 6.0 Microsoft Corporation Enabled
AMLHTTP 6.0 Microsoft Corporation Enabled
AL metmadtbdmm kel Tl Rlirrmrnft T armarbine Coalnladd
1 [ b
Type: ActiveX Control

Search for this add-on via default search provider

Enable

Close

Close and apply the changes to the add-on manager, then exit the AX Enterprise

Log-in and the alarm sounds will now be operational.
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